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�������������t��f�a��I�f�r�ati���S�curity�M�asur����t�Syst���

f�r� U�i��rsiti�s�with�M�trics� a�d�K�y�P�rf�r�a�c�� I�dicat�rs�

(KPIs)�

As��ut�in�d�in�th��first�r�s�arch�qu�sti�n,� th��ISMS�r�quir���nt� ������������nc���v�lu�ti�n��

sti�u�at�s�th����a�uati�n��f�th��inf�r�ati�n�s�curity���rf�r�anc��and�th���ff�cti��n�ss��f� th��

ISMS��As�a�r��ind�r��f�th��audit�r�su�ts,��������������n��cla�s�����1�M�nit��ing,����su����nt,�

�n�lysis��nd����������n��was�th��w�rst���a�uat�d�r�quir���nt�with�an�a��rag���aturity��������f�

0�1�� Th�� fu�fi���nt� �f� this� r�quir���nt� c�aus�� �ff�rs� significant� b�n�fits�� Th�s�� inc�ud�� an�

incr�as�d� acc�untabi�ity� f�r� inf�r�ati�n� s�curity,� an� i��r���d� inf�r�ati�n� s�curity�

��rf�r�anc�,�i��r���d�ISMS��r�c�ss�s,�th����id�nc���f����ting�r�quir���nts,�and�th��su���rt�

�f� risk-inf�r��d� d�cisi�n-�aking�� ISO/IEC�2700�� (M�nit��ing,� ���su����nt,� �n�lysis� �nd�

�v�lu�ti�n)��r��id�s�guid��in�s� that�h����t��fu�fi���th��r�quir���nts��f�ISO/IEC�27001,�cl�us��

��1��Th���a��ing��f�ISO/IEC�27001�t��ISO/IEC�2700��has�a�r�ady�b��n�sh�wn�in�Figur�����n�

���11��Figur��13�i��ustrat�s�th����nit�ring,���asur���nt,�ana�ysis,�and���a�uati�n��r�c�ss�s��

�

�

Figur��13:�M�nit�ring,�M�asur���nt,�Ana�ysis,�and�E�a�uati�n�Pr�c�ss�s��

(Ada�t�d�fr��:�ISO/IEC,�2016,����10)
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Th��first�st���(�Id�n��fy��nfo��a��on�n��ds’)��f�th��cyc���was�c���r�d�as�g��d�as���ssib���by�th��

first�r�s�arch�qu�sti�n��Th���n�v��s����s’��xisting�ISMS�c�ntr��s�and��r�c�ss�s�w�r���xa�in�d�

and��ist�d��H�w���r,�du��t��th��curr�nt�initia��status��f�th��ISMSs�and�th���ack��f�c�ntr��s�and�

�r�c�ss�s,�such�as�th��risk��anag���nt��r�c�ss,�it�was�n�t���ssib���t���ri�ritiz��th���and,�if�

n�c�ssary,� t�� s�rt� �ut� s���� irr����ant� �r�c�ss�s� f�r� th�� ��asur���nt�� C�ns�qu�nt�y,� a���

��asurab���ISMS��r�c�dur�s�with�r����anc��t��th��uni��rsiti�s�ar��us�d�f�r�th����asur���nt�

syst�����

Th�� s�c�nd�st��� (�C��a���and��a�n�a�n�a���as�����n�� sys���’)� is�d�a�t�with� in� this�cha�t�r�

(s�c�nd� r�s�arch� qu�sti�n)�� A� ��asur���nt� syst��� �r� fra��w�rk� is� d�������d� that� th��

uni��rsiti�s� can� us�� t�� ��asur�� th�� ��rf�r�anc�� �f� th�ir� inf�r�ati�n� s�curity� c�ntr��s� and�

�r�c�ss�s�� “T��� p��pos�� of� ��as���ng� p��fo��anc�� �s� �o� �on��o�� ���� s�a��s� of� ��as���d�

acti�iti�s�and�faci�itat��i��r�����nt�in�th�s��acti�iti�s�by�a���ying�c�rr�cti���acti�ns�bas�d��n�

obs��v�d���as�����n�s.”�(C��w���.�al.,�2008,����9)�First,�funda��nta�s�and�th��usag���f���trics�

and� k�y���rf�r�anc�� indicat�rs�ar�� c�nsid�r�d��Aft�rwards,� th��a��r�ach� is� d�scrib�d�and� a�

��asur���nt� syst��� with� k�y� ��rf�r�anc�� indicat�rs� is� d�������d� that� is� tai��r�d� t�� th��

uni��rsiti�s��In�th���ast�s�cti�n��f�this�cha�t�r,�th��r�su�ts,�th�� furth�r��r�c�dur�s�and��r�c�ss�

st��s�(3–7)��f�th��cyc���in�Figur��13,�����8,�as�w����as����n�qu�sti�ns�ar��discuss�d��

�

��1���Fu�da���ta�s�

��1�1��Sc�����f�th��I�f�r�ati���S�curity�M�asur����t�Syst���

In� �rd�r� t�� d������� an� inf�r�ati�n� s�curity� ��asur���nt� syst��� f�r� uni��rsiti�s,� th�� first�

qu�sti�n� that� aris�s� is� what� sh�u�d� b�� ��asur�d�� Acc�rding� t�� ISO/IEC� (ISO/IEC,� 2016,�

���5�&����12),�“��as�����n��can�b��appl��d��o�any�ISMS�p�oc�ss�s,�ac��v����s,�con��ols[,]�and�

gr�u�s��f�c�ntr��s”�and�“s�o�ld���spond��o������nfo��a��on�n��d”.�T����fo��,����� inf�r�ati�n�

s�curity� ��asur���nt� syst��� t�� b�� d�������d� wi��� b�� g�ar�d� t�� th�� ��asurab��� ISMS�

r�quir���nts� and� c�ntr��s� �f� ISO/IEC� 27001,� inc�uding� Ann�x� A� (first� r�s�arch� qu�sti�n)��

“O�ganizati�ns�sh�u�d� cr�at����asur�s��nc��and� th�r�aft�r� r��i�w�and� syst��atica��y�u�dat��

���s����as���s� a�� plann�d� �n���vals� o��w��n� ���� ISMS’s� �nv��on��n�� �nd��go�s� s�bs�an��al�

c�ang�s.”�(ISO/IEC,�2016,�p.�11)��Thus,�it�is�i���rtant�t��n�t����a��“only�p�oc�ss�s�that�can�b��

cons�s��n��and���p�a�abl��s�o�ld�b��cons�d���d�fo����as�����n�”�(C��w���.�al.,�2008,�p.�10).��
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��1�2��Ty��s��f�M�asur�s�

A���asur��(as�n�un��n�G���an:��M�ssg�öß�’)��s�a�“va��abl���o�w��c��a�val����s�ass�gn�d�as�����

��s�l��of���as�����n�”�(ISO/IEC,�2018,����6)��ISO/IEC�2700��d�fin�s�tw��ty��s��f���asur�s:�

��rf�r�anc�� and� �ff�cti��n�ss���asur�s��Wh�r�as� ��rf�r�anc����asur�s� dir�ct�y� sh�w� th��

�r�gr�ss� in� i������nting� an� inf�r�ati�n� s�curity��r�c�ss� �r� c�ntr��,� �ff�cti��n�ss���asur�s�

indicat��wh�th�r�a��r�c�ss��r�c�ntr������rat�s�as�int�nd�d��EIs�ar��us�d�t��d�ri���an��ff�ct�that�

th��r�a�izati�n��f�an�inf�r�ati�n�s�curity��r�c�ss�and�c�ntr���has�on�����o�gan�za��on’s�s�c����y�

�bj�cti��s�� “Af���� �os�� p��fo��anc����as���s� ��ac�� and� ���a�n� a�� 100�,� ���� o�ganizati�n�

s�o�ld�b�g�n��o�foc�s���s���as�����n���ffo��s�on��ff�c��v�n�ss���as���s.”�(ISO/IEC,�2016,����8)�

B�th� ��asur�s� “ar�� us�d� t�� faci�itat�� d�cisi�n� �aking,� i��r���� ��rf�r�anc�,� and� incr�as��

acc�untabi�ity�thr�ugh� th��c����cti�n,�ana�ysis,� and� r���rting��f�r����ant���rf�r�anc�-r��at�d�

data� [���]”� (C��w���.�al.,�2008,�p.v���).�Usua��y,� th�y�ar���x�r�ss�d�in�quantifiab����a�u�s,�s�-

ca���d���trics,�f�r��xa����,�in���rc�nt��a�u�s��r��ur��nu�b�rs��

�

��1�3��M�trics�a�d�K�y�P�rf�r�a�c��I�dicat�rs�

In� �rd�r� t�� a��id� c�nfusi�n,� th�� t�r�s� ��asur�,� ��tric,� and� k�y� ��rf�r�anc�� indicat�r� ar��

diff�r�ntiat�d�as�f����ws.�In���ally,�“a���as�����s�a�f�nda��n�al�o��unit-s��cific�t�r�—a���tric�

can��it�ra��y�b��d�ri��d�fr����n���r���r����asur�s�[���]�A���tric�is�a�quantifiab�����asur��that�

is� us�d� t�� track� and� ass�ss� th�� status� �f� a� s��cific� �r�c�ss�”� (Tay��r,� 2017)� Acc�rding�y,�

quantifiab��� ��rf�r�anc�� and� �ff�cti��n�ss� ��asur�s� (��trics)� ar�� d�t�r�in�d� within� th��

��asur���nt� syst���� In� th�� f����wing� c�urs�� �f� th�� w�rk,� th�s�� ��trics� ar�� indicat�d� as�

��rf�r�anc��indicat�rs�(PIs)�and��ff�cti��n�ss�indicat�rs�(EIs)��

F�o�� ����PIs�and�EIs,�“acco�d�ng� �o� ����s�gn�f�canc��and� ��po��anc��of� ���� �nd�ca�o�s� �o�����

o�gan�za��on’s�p��pos�s,�k�y�p��fo��anc���nd�ca�o�s�(KPI—s���ti��s�a�s��r�f�rr�d��o�as��k�y�

s�cc�ss� �nd�ca�o�s’)� can� b�� �d�n��f��d”� (ISO/IEC,� 2016,� p.� 17).� KPIs� ar�� a� handfu�� �f�

��rf�r�anc��and��ff�cti��n�ss�indicat�rs�that�ar����st���aningfu��f�r��rganizati�ns��Th�s��k�y�

indicat�rs�ar��int�nd�d�t��sh�w�at�a�g�anc��what�th��curr�nt�inf�r�ati�n�s�curity�situati�n�is��ik��

and� h�w� th�� ISMS� is� ��rf�r�ing�� Th�� charact�ristics� �f� a� KPI� ar�� b�st� d�scrib�d� by� th��

�SMART’�ac�ony�,�which�can�b��s��n�in�Figur��1���n�th��n�xt��ag���

Acc�rding�t��th��acr�ny�,�a�KPI�has�t��b��s��cific,�which���ans�that�it�has�t��b��c��ar� ab�ut�

what�is��xact�y���asur�d��Th�r�f�r�,�diff�r�nt�us�rs�draw�th��sa���c�nc�usi�ns�fr����n��KPI��

Furth�r��r�,�a�KPI�is���asurab���in��rd�r�t��c���ar��th��actua��r�su�t�with�th��targ�t�r�su�t��



������������nt��f�an�Inf�r�ati�n�S�curity�M�asur���nt�Syst���f�r�Uni��rsiti�s�� 51�

�

�

Th��targ�t�r�su�t�has�t��b��achi��ab���and�i���rtant�f�r�th���rganizati�n��S�,�a�KPI�is�a�ways�

r�su�t-�ri�nt�d�and�sh�u�d�gi���a�d����insight�int��r����ant�ar�as��Last�y,�a�k�y�indicat�r�is��n�y�

�f�significanc��if�th��t����ra��di��nsi�n�in�which�it�is�i������nt�d�is�kn�wn���

(cf��Hass��r,�2012;�cf��L�ad�Light,�2018)�

�

�

Figur��1�:�Charact�ristics��f�a�K�y�P�rf�r�anc��Indicat�r�(�SMART’�Acr�ny�)�

(S�urc�:�Own�i��ustrati�n)�

�

��2���A��r�ach�

T��w�rk��n�th��s�c�nd�r�s�arch�qu�sti�n,�th��b�tt��-u��a��r�ach�is�us�d�as���th�d��In�d�ing�

s�,���rf�r�anc��and��ff�cti��n�ss�indicat�rs�ar��d�fin�d�in�an�inf�r�ati�n�s�curity���asur���nt�

syst���first,�fr���which�c�rtain�KPIs�ar��d�ri��d�aft�rwards��This��r�c�dur��has�th��ad�antag��

��a��af����������pl���n�a��on�of�������as�����n��sys���,�“th��indi�idua��r����ant���trics�can�

b��s���ct�d��rag�atica��y�and�quick�y�and,�thus,�th��f�cus�is��ut�dir�ct�y�t��th����st�i���rtant�

thing[s]”�(Hass��r,�2012,����295)��Th��basic��rinci����is�i��ustrat�d�in�Figur��15���

�

�

Figur��15:�Inf�r�ati�n�S�curity�M�asur���nt�Syst���C�nc��t�

(S�urc�:�Own�i��ustrati�n)�
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Th�� inf�r�ati�n� s�curity� ��asur���nt� syst��� c�nsists� �f� suitab��� ��rf�r�anc�� and�

�ff�cti��n�ss�indicat�rs�that� ar�� tai��r�d�t��th��uni��rsiti�s�� Int�r�a�ia,�it� is� �r��id�d�f�r�what�

�ur��s�,�h�w��ft�n,�and�by�wh���th�s��ar����asur�d�and�r���rt�d,�and�which�inf�r�ati�n�is�

n��d�d��F�r�this��ur��s�,�th��ada�t�d���asur���nt�t����at�,�which�is�d��ict�d�in�Tab���5,�is�

us�d� f�r� �ach� ��asur���nt�� Th�� g�n�ra�� ��asur���nt� c�nstruct� �xa����s� �f� th�� standard�

ISO/IEC�2700��s�r���as�th����asur���nt�basis�and�ar��a���i�d�t��th��uni��rsiti�s��(cf��ISO/IEC,�

2016,�����20–55)�Th�y�ar��a�r�ady�s��cia��y�ada�t�d�t��th��ISMS�r�quir���nts�and�c�ntr��s��f�

ISO/IEC�27001,�inc�uding�Ann�x�A,�and�ar����ry�us�fu��as�guidanc����

�

Tab���5:�M�asur���nt�T����at��

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� S��cific�id�ntifi�r��

Inf�r�ati�n�

n��d�
O��rarching�n��d�f�r�und�rstanding�t��which�th����asur��c�ntribut�s��

M�asur�� M�asur���nt�stat���nt��

M�asur��Ty��� P�rf�r�anc��indicat�r�(PI)��r��ff�cti��n�ss�indicat�r�(EI)��

F�r�u�a/sc�ring� H�w�th����asur��sh�u�d�b����a�uat�d,�ca�cu�at�d,��r�sc�r�d��

Targ�t� ��sir�d�r�su�t��f�th����asur���nt��(Targ�t�r�su�t)�

I������ntati�n�

��id�nc��

E�id�nc�� that� �a�idat�s� that� th�� ��asur���nt� is� ��rf�r��d;� h���s� t��

id�ntify� ��ssib��� caus�s� �f� ���r� r�su�ts� and� �r��id�s� in�ut� f�r� th��

f�r�u�a/sc�ring��

Fr�qu�ncy� H�w�fr�qu�nt�y�th��data�sh�u�d�b��c����ct�d�and�r���rt�d��

R�s��nsib���

�arti�s�
Th����rs�ns�r�s��nsib���f�r�gath�ring�and��r�c�ssing�th����asur���nt��

�ata�s�urc��
P�t�ntia��data�s�urc�s�can�b��databas�s,�r���rts,�tracking�t���s,��th�r��arts�

�f�th��uni��rsity,��xt�rna���rganizati�ns,��r�s��cific�indi�idua��r���s��

R���rting�

f�r�at�

H�w� th�� ��asur�� sh�u�d� b�� c����ct�d� and� r���rt�d,� ��g�,� as� t�xt,�

nu��rica��y,�gra�hica��y�(�i��chart,��in��chart,�bar�chart,��tc�)��

ISO/IEC�27001�

a���cati�n�

R��ati�n� t�� th�� ISMS� r�quir���nts� and� c�ntr��s� �f� ISO/IEC� 27001,�

inc�uding�Ann�x�A��

(Ada�t�d�fr��:�ISO/IEC,�2016,����13)�
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As�a�r�su�t��r��ut�ut��f�th����asur���nt�syst��,�c�rr�s��nding�k�y���rf�r�anc��indicat�rs�ar��

d�t�r�in�d�fr���th��PIs�and�EIs,�which�bri�f�y�and��r�cis��y�r�f��ct�th���r�gr�ss�and�d�gr����f�

fu�fi����nt��f�c�rtain�i���rtant�inf�r�ati�n�s�curity�ar�as��f�th��uni��rsiti�s��Th���ri�ritizati�n�

�f�th����trics�by�i���rtanc��and,�c�ns�qu�nt�y,�th��s���cti�n��f�th��right�KPIs�n��d�t��b��carri�d�

�ut�acc�rding�t��th��uni��rsity's��wn�inf�r�ati�n�s�curity��bj�cti��s�and�r�quir���nts��In��rd�r�

t��faci�itat�� th��d�cisi�n-�aking�and��r��id��guidanc�� f�r� th��uni��rsiti�s,� it� is� att���t�d�t��

d�t�r�in��th��KPIs�by���ans��f�a��a�u��b�n�fit�ana�ysis�with�w�ight�d���a�uati�n�crit�ria���

�

��3���I�f�r�ati���S�curity�M�asur����t�Syst���f�r�U�i��rsiti�s�

Th��inf�r�ati�n�s�curity���asur���nt�syst���f�r�uni��rsiti�s�is�bui�t�u��fr���23���asur���nt�

�r�c�dur�s� that� s�r��� as� a� str�ng� basis� f�r���asuring� inf�r�ati�n� s�curity� ��rf�r�anc��and�

�ff�cti��n�ss�� H�nc�f�rth,� th�y� can� b�� su������nt�d� by� ��asur���nts� d���nding� �n� th��

indi�idua��uni��rsity’s�n��ds��M�asur���nt���th�ds�that�d��n�t����t�th��r�quir���nts�can�a�s��

b����difi�d��r�r�����d���

As�a�r�su�t��f�th����asur���nt��r�c�dur�s,���trics�(��rf�r�anc��and��ff�cti��n�ss�indicat�rs)�

ar��g�n�rat�d��As�sh�wn�in�Figur��16,�th�y�ar��n�t���asur�d��nc��and�th���r�c�ss�is�c�����t�d,�

but�th�y�n��d�t��b����nit�r�d�c�ntinu�us�y�and�c���ar�d�with�th��targ�t���asur���nt�r�su�ts��

If�an�indicat�r�sh�ws�und�sirab���r�su�ts,�th��caus�s��ust�b�� in��stigat�d,�and�acti�ns�tak�n�if�

r�quir�d��If�n�c�ssary,�th����tric�n��d�t��b��adjust�d�and�chang�d��This��r�c�ss�f�r�th���ng�ing�

us���f���trics�g��s�hand�in�hand�with�th��st��s�‘An��yz��r�s���s��and�‘R�vi�w��nd�i�p��v��th��

p��c�ss�s���f�th����nit�ring,���asur���nt,�ana�ysis,�and���a�uati�n�cyc���which�is�i��ustrat�d�

in�Figur��13,�����8��

�

�

Figur��16:�Pr�c�dur��f�r�th��Ong�ing�Us���f�M�trics�

(Ada�t�d�fr��:�Hass��r,�2012,����287)��

C���ar�

I���stigat�M�dify

M��it�r



������������nt��f�an�Inf�r�ati�n�S�curity�M�asur���nt�Syst���f�r�Uni��rsiti�s�� 5��

�

�

Each� ��asur���nt� �r�c�dur�� is� d�scrib�d� in� tabu�ar� f�r�� acc�rding� t�� th�� ��asur���nt�

t����at���f�Tab���5,����52��T���r��id��a�b�tt�r����r�i�w�and�r�adabi�ity,�th��tab��s�in�this�s�cti�n�

ha���b��n�br�ad�n�d�c���ar�d�t��th��standard��ag��width��Tab���6�sh�ws�th��structur���f�th��

��asur���nt�syst����

�

Tab���6:�Inf�r�ati�n�S�curity�M�asur���nt�Syst���Structur��

Tab��� M�asur����t�

M�asur��

Ty���

(M�tric)�

U�it�
ISO/IEC�27001�A���cati���

R�quir����ts� C��tr��s�(A���x�A)�

7� R�s�urc��Uti�izati�n� EI� Pur��nu�b�r� 5�1,�7�1� �

8� Uni��rsity�Manag���nt�C���it��nt� PI�and�EI� Pur��nu�b�r� 5�1,�9�3� �

9� ISMS�and�Inf�r�ati�n�S�curity�Awar�n�ss�Training� PI� %� 7�2� A�7�2�1,�A�7�2�2�

10�
ISMS�and�Inf�r�ati�n�S�curity�Awar�n�ss�Training�

Eff�cti��n�ss�
EI� %� 7�2� A�7�2�1,�A�7�2�2�

11� P��ici�s�R��i�w� PI� %� 7�5�2� A�5�1�2�

12� Risk�P�t�ntia�� EI� Pur��nu�b�r� 8�2,�8�3� �

13� Audit�Pr�gra�� PI� %� 9�2� A�18�2�1�

1�� I��r�����nt�Acti�ns� EI� %� 10� �

15� S�curity�Incid�nt�C�sts� PI� €� 10� �

16� L�arning�fr���S�curity�Incid�nts� EI� Pur��nu�b�r� 10� A�16�1�6�

17� R��i�w��f�Us�r�Acc�ss�Rights� PI� %� � A�9�2�5�

18� Physica��Entry�C�ntr��s� PI� %� � A�11�1�2�

19� Physica��Entry�C�ntr��s�Eff�cti��n�ss� EI� Pur��nu�b�r� � A�11�1�2�

20� Maint�nanc���f�Inf�r�ati�n�Syst��s� PI� �ays� � A�11�2���

21� Chang��Manag���nt� PI� Pur��nu�b�r� � A�12�1�2�

22� Ma�war��Pr�t�cti�n� PI� Pur��nu�b�r� � A�12�2�1�

23� L�g�Fi��s�R��i�w� PI� %� � A�12���1�

2�� Vu�n�rabi�ity��f�Inf�r�ati�n�Syst��s� PI� %� � A�12�6�1,�A�18�2�3�

25� S�curity�Incid�nt�Manag���nt�Eff�cti��n�ss� EI� Pur��nu�b�r� � A�16�

26� S�curity�Incid�nt�Tr�nd� EI� Pur��nu�b�r� � A�16�1�

27�
S�curity�E��nts�and�W�akn�ss�s�R���rting�and�

Ass�ss��nt�
PI� Pur��nu�b�r� �

A�16�1�2,�

A�16�1�3,�A�16�1���

28� A�ai�abi�ity��f�IT�S�r�ic�s� PI� Pur��nu�b�r� � A�17�2�1�

29� ISMS�R��i�w�Pr�c�ss� PI� Pur��nu�b�r� � A�18�2�1�

(S�urc�:�Own�i��ustrati�n)�
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As� it� can�b�� s��n� in�Tab��� 6,� th����asur���nt��r�c�dur�s� ar�� s�rt�d� in� an� asc�nding��rd�r�

acc�rding�t��th��c�aus�s��f�th��ISO/IEC�27001�r�quir���nts�and�c�ntr��s��Fift��n���rf�r�anc��

indicat�rs� (PIs)� and� nin���ff�cti��n�ss� indicat�rs� (EIs)� r�su�t� fr��� th����asur���nt� syst����

A���st�a����f� th���ar���x�r�ss�d� in�units��f���rc�ntag���r��ur��nu�b�rs��On�y� th�� �s�curity�

incid�nt�c�sts’���asur���nt�is��x�r�ss�d�in��€’�and�th����aint�nanc��of��nfo��a��on�sys���s’�

��asur���nt�in��days’��Oft�n,�th��traffic��ight�c���rs�gr��n,� y����w,�and�r�d�ar��us�d�as�sca���

f�r�th��targ�t�c�assificati�n��f���rc�ntag����asur���nts��Th�y��ak��it��asi�r�t��ass�ss�and��at�r,�

during��isua�izati�n,�t���r�s�nt���r��c��ar�y�th���xt�nt�t��which�int�r��nti�ns�n��d�t��b��tak�n�

(r�d),� th�� indicat�r�n��ds� t��b����nit�r�d� (y����w),� �r� th����asur���nt� r�su�t� is�within� th��

��ti�a��targ�t�rang��(gr��n)��

Th��r�s��nsib����arti�s��r���rs�ns�indicat�d�in�th����asur���nts�(inf�r�ati�n�s�curity��ffic�r,�

th��inf�r�ati�n�s�curity��anag�r,�CSIRT,�CISO,�CIO,��tc�)�ar��d�sign�d�f�r�th��id�a��cas��that�

th�s���arti�s�ar��a����xist�nt,��ccu�i�d,�and�w�rking�t�g�th�r��H�w���r,�sinc��this�is�n�t�th��cas��

at���st�uni��rsiti�s�and��n�y�a�f�w��������ar��r�s��nsib���f�r�inf�r�ati�n�s�curity,�as�th��first�

r�s�arch�qu�sti�n�has�sh�wn,�this�ar�a��f�r�s��nsibi�ity�can��r�rath�r�n��d�t��b���ari�d�by��ach�

uni��rsity�its��f�s��that�a�����asur���nt�r�s��nsibi�iti�s�ar��assign�d��

Th��indi�idua����asur���nt��r�c�dur�s�ar��d��ict�d�in�th��f����wing�Tab��s�7�29:�

�

Tab���7:�M�asur���nt:�R�s�urc��Uti�izati�n�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ����������������������� ��

Inf�r�ati�n�n��d�
Quantify� th�� r�s�urc�s� that�ar��b�ing�us�d�and�a���cat�d� t�� inf�r�ati�n�s�curity� in�r�gard�t��th��uni��rsity�

budg�t�

M�asur��
It��izati�n� �f� th�� r�s�urc�s� a���cat�d� t�� inf�r�ati�n� s�curity� (int�rna�� ��rs�nn��,� c�ntract�d� ��rs�nn��,�

hardwar�,�s�ftwar�,�s�r�ic�s)�within�s���st�r/annua��budg�t�c���ar�d�t��th��r�s�urc�s�us�d�

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring� �� =
�������������������������������������������

���������������(�������������������������� �����������)����������������������������������(��������/������ �������)
��

Targ�t� �� = 1��

I������ntati�n�

��id�nc��
Inf�r�ati�n�s�curity�r�s�urc����nit�ring�

Fr�qu�ncy� E��ry�s���st�r/annua��y�(���ry�tw��s���st�rs)�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�� M�asur���nt�c�i�nt:�uni��rsity��anag���nt�

�ata�s�urc�� Inf�r�ati�n�s�curity�budg�t;�inf�r�ati�n�s�curity��ff�cti����x��nditur�;�Inf�S�c�r�s�urc�s�usag��r���rts�

R���rting�f�r�at� Radar�diagra��with�a�r�s�urc��cat�g�ry�f�r��ach�axis�and�th��d�ub���indicati�n��f�a���cat�d�and�us�d�r�s�urc�s�

ISO/IEC�27001�

a���cati�n�
C�aus�s�5�1�L��d��ship��nd�c���it��nt�and�7�1�R�s�u�c�s�
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Tab���8:�M�asur���nt:�Uni��rsity�Manag���nt�C���it��nt�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ������������������������������������;������������������������������������ �

Inf�r�ati�n�n��d�
Ass�ss� th��uni��rsity��anag���nt�c���it��nt�and�th��inf�r�ati�n�s�curity�r��i�w�acti�iti�s�r�garding�th��

uni��rsity��anag���nt�r��i�w�acti�iti�s�

M�asur��
a)� Uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�c�����t�d�t��dat��

b)� A��rag���artici�ati�n�rat�s�in�uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�t��dat��

M�asur��Ty���
a)� P�rf�r�anc��indicat�r��

b)� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring�

a)� �� =
�������������������������������������������������������

�������������������������������������������������������
�

b)� �� = �������������������������������������������������������������������������������������

�����������������������������������������������

Targ�t�

a)� 0.7 ≤ �� ≤ 1.1�(t��c�nc�ud��th��achi�����nt��f�th��c�ntr����bj�cti��)��

�� > 0.5�(���n�if�it�fai�s,�PI�sh�u�d�b��sti������r�0�5�t��c�nc�ud��th����ast�achi�����nt)�
�

b)� C���ut�d�c�nfid�nc���i�its�bas�d��n�th��standard�d��iati�n�indicat��th���ik��ih��d�that�an�actua��r�su�t�

c��s��t��th��a��rag���artici�ati�n�rat��wi���b��achi���d��V�ry�wid��c�nfid�nc���i�its�sugg�st�a���t�ntia��y�

�arg��d��artur��and�th��n��d�f�r�c�nting�ncy���anning�t��d�a��with�this��utc�����

I������ntati�n�

��id�nc��

�� C�unt�th��uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�sch�du��d�t��dat��

�� P�r�uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�t��dat�,�c�unt�th���anag�rs���ann�d�t��att�nd�and�

add�a�n�w��ntry�with�a�d�fau�t��a�u��f�r�un��ann�d����tings���rf�r��d�in�an�ad�h�c��ann�r�

�� C�unt�th����ann�d�uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�h��d�t��dat��

�� C�unt�th��un��ann�d�uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�h��d�t��dat��

�� C�unt�th��r�sch�du��d�uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�h��d�t��dat��

�� F�r�a���uni��rsity��anag���nt�Inf�S�c�r��i�w����tings�that�w�r��h��d,�c�unt�th��nu�b�r��f��anag�rs�

wh��att�nd�d�

Fr�qu�ncy�

�� C����cti�n:���nth�y�

�� Ana�ysis�and�r���rting:����ry�s���st�r�

�� M�asur���nt�r��isi�n:�r��i�w�and�u�dat�����ry�tw��y�ars�

R�s��nsib����arti�s�

�� Inf�r�ati�n� �wn�r�and�c����ct�r:�qua�ity� syst����anag�r� (inf�r�ati�n�s�curity��anag�r;� inf�r�ati�n�

s�curity��ffic�r)�

�� M�asur���nt�c�i�nt:��anag�rs�r�s��nsib���f�r�th��ISMS�

�ata�s�urc��
Inf�r�ati�n� s�curity� uni��rsity� �anag���nt� r��i�w� ��an/sch�du��;� uni��rsity� �anag���nt� r��i�w�

�inut�s/r�c�rds�

R���rting�f�r�at�

Lin��charts�d��icting� th��indicat�rs����r�s���ra��data�c����cti�n�and�r���rting���ri�ds�with�th��stat���nt��f�

th�� ��asur���nt� r�su�ts�� Th�� nu�b�r� �f� data� c����cti�n� and� r���rting� ��ri�ds� sh�u�d� b�� d�fin�d� by� th��

uni��rsity�

ISO/IEC�27001�

a���cati�n�
C�aus�s�5�1�L��d��ship��nd�c���it��nt�and���3�M�n�g���nt���vi�w �

�
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Tab���9:�M�asur���nt:�ISMS�and�Inf�r�ati�n�S�curity�Awar�n�ss�Training��

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �����������������������������������������������������

Inf�r�ati�n�n��d� E�a�uat��c����ianc��with�th��r�quir���nt��f�ISMS�and�inf�r�ati�n�s�curity�awar�n�ss�training��

M�asur�� P�rc�ntag���f���rs�nn���wh��r�c�i��d�ISMS�and�inf�r�ati�n�s�curity�awar�n�ss�training�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
����������������������������������������������������������������������������������

�����������������������������������������������������������������������������������������
× 100��

Targ�t�

Gr��n:��� ≥ 90%,�Y����w:�89% ≥ �� ≤ 59%,�R�d:��� ≤ 60%�

�� Gr��n:�n��acti�n�is�r�quir�d�

�� Y����w:�indicat�r�sh�u�d�b��watch�d�c��s��y�f�r���ssib���d�t�ri�rati�n�t��r�d�

�� R�d:�int�r��nti�n�is�r�quir�d,�causati�n�ana�ysis�has�t��b��c�nduct�d�t��d�t�r�in�� th��r�as�ns� f�r�n�n-

c����ianc��and����r���rf�r�anc��

I������ntati�n�

��id�nc��

Partici�ati�n��ists��f�a���awar�n�ss�trainings;�c�unt��f��artici�ants�and�c���u�s�ry��artici�ati�ns;�r�gistri�s��f�

a���ISMS�and�inf�r�ati�n�s�curity�awar�n�ss�trainings�

Fr�qu�ncy� M�asur���nt�r��isi�n�and���ri�d��f���asur���nt:�annua��y�(���ry�tw��s���st�rs)�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�inf�r�ati�n�s�curity��ffic�r�(training��anag�r)�

�� M�asur���nt�c�i�nt:��anag�rs�r�s��nsib���f�r�th��ISMS;�inf�r�ati�n�s�curity��anag�r�

�ata�s�urc�� E����y���databas�;�training�r�c�rds;��artici�ati�n��ist��f�awar�n�ss�trainings�

R���rting�f�r�at�
Bar�chart�with�bars�c���r-c�d�d�bas�d� �n� th�� targ�ts��Bri�f�su��ary��f� th����aning� �f� th����asur��and�

��ssib���uni��rsity��anag���nt�acti�ns�sh�u�d�b��attach�d�t��th��bar�chart�

ISO/IEC�27001�

a���cati�n�

C�aus�s�7�2�C��p�t�nc�,�A�7�2�1�M�n�g���nt���sp�nsibiliti�s,�and�A�7�2�2�In�����ti�n�s�cu�ity��w���n�ss,�

�duc�ti�n,��nd�t��ining�

�

Tab���10:�M�asur���nt:�ISMS�and�Inf�r�ati�n�S�curity�Awar�n�ss�Training�Eff�cti��n�ss�

I�f�r�ati���

d�scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �������������������������������������������������������������������

Inf�r�ati�n�n��d�
M�asur�� wh�th�r� th�� �artici�at�d� �����y��s� ha��� und�rst��d� th�� c�nt�nt� �f� th�� ISMS� and� inf�r�ati�n�

s�curity�awar�n�ss�training�

M�asur��
P�rc�ntag���f��artici�at�d������y��s��assing�a�kn�w��dg��t�st�aft�r�ISMS�and�inf�r�ati�n�s�curity�awar�n�ss�

training�

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring�
L�t�a��������y��s,�wh��t��k��art�in�th��training,�fi����ut�a�kn�w��dg��t�st��

�� = ��������������������������������������������ℎ��������

Targ�t�

Gr��n:��� ≥ 90%�������������������ℎ������ ,�Y����w:�89% ≥ �� ≤ 59%�������������������ℎ������,�

R�d:��� ≤ 60%�������������������ℎ��������

�� Gr��n:�n��acti�n�is�r�quir�d�

�� Y����w:�indicat�r�sh�u�d�b��watch�d�c��s��y�f�r���ssib���d�t�ri�rati�n�t��r�d�

�� R�d:�int�r��nti�n�is�r�quir�d,�causati�n�ana�ysis�has� t��b��c�nduct�d�t��d�t�r�in�� th��r�as�ns� f�r�n�n-

c����ianc��and����r��ff�cti��n�ss�

I������ntati�n�

��id�nc��

ISMS� and� inf�r�ati�n� s�curity� awar�n�ss� training� d�cu��nts/inf�r�ati�n� �r��id�d� t�������y��s;� �ist� �f�

�����y��s�wh��t��k��art�in�th��training;�kn�w��dg��t�sts�
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�

�

(c�ntinu�d)� �

Fr�qu�ncy�
�� C����cti�n:��n��day�aft�r��r��ast�day��f�inf�r�ati�n�s�curity�awar�n�ss�training�

�� R���rting:�f�r��ach�c����cti�n�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�inf�r�ati�n�s�curity��ffic�r�(training��anag�r)�

�� M�asur���nt�c�i�nt:��anag�rs�r�s��nsib���f�r�th��ISMS;�inf�r�ati�n�s�curity��anag�r�

�ata�s�urc�� E����y���databas�;�inf�r�ati�n�s�curity�awar�n�ss�training�inf�r�ati�n;�kn�w��dg��t�st�r�su�ts�

R���rting�f�r�at�
Pi�� chart� r��r�s�nting� ��rc�ntag�� �f� �����y��s� wh�� �ass�d� th�� t�st�� Lin�� chart� ��a�� s�ows� ���� ��s�l�s’�

d��������nt�in�cas���f�an�additi�na��training�c�urs��that�has�b��n��rganiz�d�f�r�a�s��cific�t��ic�

ISO/IEC�27001�

a���cati�n�

C�aus�s�7�2�C��p�t�nc�,�A�7�2�1�M�n�g���nt���sp�nsibiliti�s,�and�A�7�2�2�In�����ti�n�s�cu�ity��w���n�ss,�

�duc�ti�n,��nd�t��ining�

�

Tab���11:�M�asur���nt:�P��ici�s�R��i�w�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ��������������������

Inf�r�ati�n�n��d�
E�a�uat��wh�th�r�th�����ici�s�f�r�inf�r�ati�n�s�curity�ar��r��i�w�d�at���ann�d�int�r�a�s� �r�aft�r�significant�

chang�s�

M�asur�� P�rc�ntag���f�inf�r�ati�n�s�curity����ici�s�r��i�w�d�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
�����������������������������������������������������������������������������������������������

������������������������������������������������
× 100��

Targ�t�

Gr��n:��� ≥ 80%,�Y����w:�79% ≥ �� ≤ 39%,�R�d:��� ≤ 40%�

�� Gr��n:�n��acti�n�is�r�quir�d�

�� Y����w:�indicat�r�sh�u�d�b��watch�d�c��s��y�f�r���ssib���d�t�ri�rati�n�t��r�d�

�� R�d:�int�r��nti�n�is�r�quir�d,�causati�n�ana�ysis�has� t��b��c�nduct�d�t��d�t�r�in�� th�� r�as�ns�f�r�n�n-

c����ianc��and����r���rf�r�anc��

I������ntati�n�

��id�nc��
P��icy�hist�ry���nti�ning�r��i�w��f����icy;����icy��ist�indicating�dat���f��ast�r��i�w�

Fr�qu�ncy�
�� C����cti�n:�annua��y�(���ry�tw��s���st�rs)��r�aft�r�significant�chang�s�

�� R���rting:�f�r��ach�c����cti�n��

R�s��nsib����arti�s�

�� Inf�r�ati�n� �wn�r:� ���icy��wn�r�wh��has� a��r���d��anag���nt� r�s��nsibi�ity� f�r� th�� d��������nt,�

r��i�w,�and���a�uati�n��f�th�����icy�

�� Inf�r�ati�n�c����ct�r:�int�rna��audit�r�

�� M�asur���nt�c�i�nt:�CISO�(CIO)�

�ata�s�urc�� R��i�w���an��f����ici�s;�hist�ry�s�cti�n��f�a�s�curity����icy;��ist��f�d�cu��nts�

R���rting�f�r�at� Pi��chart�sh�wing�th��curr�nt�r��i�w�situati�n�and��in��chart�sh�wing�th��d��������nt��f�c����ianc��

ISO/IEC�27001�

a���cati�n�

C�aus�s� 7�5�2� C���ting� �nd� upd�ting� ��� d�cu��nt�d� in�����ti�n� and� A�5�1�2� R�vi�w� ��� th�� p�lici�s� ����

in�����ti�n�s�cu�ity�

�
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�

Tab���12:�M�asur���nt:�Risk�P�t�ntia��

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ��������������������

Inf�r�ati�n�n��d� Ass�ss�th��hazard��f�th��uni��rsity�t��inf�r�ati�n�s�curity�risks�

M�asur��
a)� High�and���diu��risks�b�y�nd�th��acc��tab���thr�sh��d�

b)� Ti���y�r��i�w��f�high�and���diu��risks�

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring�

Th��acc��tab���thr�sh��d�f�r�high�and���diu��risks�sh�u�d�b��d�fin�d�and�th��r�s��nsib�����rs�ns/�arti�s�

a��rt�d�if�th��thr�sh��d�is�br�ach�d�

�� = �������������������ℎ�������������������

Targ�t� �� = 0��

I������ntati�n�

��id�nc��
U�dat�d�risk�r�gist�r�

Fr�qu�ncy� C����cti�n�and�r���rting:����ry�s���st�r�

R�s��nsib����arti�s� Inf�r�ati�n��wn�r�and�c����ct�r:�s�curity�staff�

�ata�s�urc�� Inf�r�ati�n�risk�r�gist�r�

R���rting�f�r�at� Tr�nd�chart�d��icting�high�and���diu��risks;�Tr�nd�chart�sh�wing�acc��t�d�high�and���diu��risks�

ISO/IEC�27001�

a���cati�n�
C�aus�s�8�2�In�����ti�n�s�cu�ity��isk��ss�ss��nt�and�8�3�In�����ti�n�s�cu�ity��isk�t���t��nt�

�

Tab���13:�M�asur���nt:�Audit�Pr�gra��

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ������������������

Inf�r�ati�n�n��d� C�����t�n�ss��f�th��audit��r�gra��

M�asur�� T�ta��nu�b�r��f�audits���rf�r��d�c���ar�d�t��th��t�ta��nu�b�r��f�audits���ann�d�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
��������������������������������

�������������������������������
× 100��

Targ�t� �� ≥ 95%��

I������ntati�n�

��id�nc��
M�nit�ring��f�audit��r�gra��and�r��at�d�r���rts��

Fr�qu�ncy� Annua��y�(���ry�tw��s���st�rs)�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�audit��anag�r�

�� M�asur���nt�c�i�nt:�uni��rsity��anag���nt�

�ata�s�urc�� Audit��r�gra��and�audit�r���rts�

R���rting�f�r�at� Tr�nd�gra�h�sh�wing�th��rati���f�c�����t�d�audits�t��audits���ann�d�f�r��ach�y�ar �

ISO/IEC�27001�

a���cati�n�
C�aus�s���2�Int��n�l��udit�and�A�18�2�1�Ind�p�nd�nt���vi�w����in�����ti�n�s�cu�ity�

�
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�

Tab���1�:�M�asur���nt:�I��r�����nt�Acti�ns�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ������������������������

Inf�r�ati�n�n��d�
V�rify� th��status��f� inf�r�ati�n�s�curity� i��r�����nt�acti�ns�and�th�ir��anag���nt�acc�rding� t����ann�d�

acti�ns�

M�asur��

C���aris�n� �f� ��rc�ntag�� �f� inf�r�ati�n� s�curity� i��r�����nt� acti�ns� �n� ti��,� c�sts,� and� qua�ity� (i���,�

r�quir���nts)�with�a�����ann�d�acti�ns��Th��acti�ns�sh�u�d�b��th���n�s���ann�d�(i���,����n�d,�stand-by,�and�in�

�r�gr�ss)� in�th��b�ginning��f�th��ti��fra����A�w�ighting��f��ach�acti�n,� taking�int��acc�unt�its�critica�ity�
(��g�,�acti�ns�that�addr�ss�high�risks),�can�i��r����and�s��cify�th����asur���nt��

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring� �� =
���������������������������,��������,��������������

��������������������������������������
× 100��

Targ�t� ��� ≥ 90%��

I������ntati�n�

��id�nc��
Status���nit�ring��f��ach�acti�n�

Fr�qu�ncy� E��ry�s���st�r�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:��r�j�ct��anag���nt��ffic��

�� M�asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�ata�s�urc�� R����ant��r�j�ct���ans�

R���rting�f�r�at�
List��f�a���inf�r�ati�n�s�curity�i��r�����nt�acti�ns�and�th�ir�status�(actua��ti��,�c�sts,�and�qua�ity�f�r�cast�

��rsus���ann�d)�with�th����rc�ntag���f�acti�ns��n�ti��,�c�sts�and,�qua�ity�

ISO/IEC�27001�

a���cati�n�
C�aus��10�I�p��v���nt�

�

Tab���15:�M�asur���nt:�S�curity�Incid�nt�C�sts�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ����������������������������

Inf�r�ati�n�n��d� Ca�cu�ati�n��f�th��c�sts�r�su�ting�fr���a��ack��f�inf�r�ati�n�s�curity�

M�asur�� Su���f�th��c�sts�f�r��ach�inf�r�ati�n�s�curity�incid�nt��ccurr�d�in�th��sa���ing���ri�d�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� = ∑������������ℎ��������������������������������

Targ�t� �� < ������������ℎ���ℎ����������������ℎ��������������

I������ntati�n�

��id�nc��
Syst��atic�gath�ring��f�c�sts�f�r��ach�inf�r�ati�n�s�curity�incid�nt�

Fr�qu�ncy� E��ry�s���st�r�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�c���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�

�� Inf�r�ati�n�c����ct�r:�inf�r�ati�n�s�curity��anag�r/�ffic�r�

�� M�asur���nt�c�i�nt:�uni��rsity��anag���nt�

�ata�s�urc�� Incid�nt�r���rts�

R���rting�f�r�at�
Bar� chart� sh�wing� th�� c�sts� �f� inf�r�ati�n� s�curity� incid�nts� f�r� this� and� �r��i�us� sa���ing� ��ri�ds� in�

c���aris�n�with�th��acc��tab���thr�sh��ds�

ISO/IEC�27001�

a���cati�n�
C�aus��10�I�p��v���nt�
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�

Tab���16:�M�asur���nt:�L�arning�fr���S�curity�Incid�nts�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ����������������������������������� ��

Inf�r�ati�n�n��d� V�rify�wh�th�r�s�curity�incid�nts�trigg�r�acti�ns�f�r�i��r�����nt��f�th��curr�nt�inf�r�ati�n�s�curity�situati�n�

M�asur�� Nu�b�r��f�s�curity�incid�nts�that�trigg�r�inf�r�ati�n�s�curity�i��r�����nt�acti�ns��

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring� �� =
∑ �������������������������������������������������������

∑ ������������������
��

Targ�t� �� > �ℎ���ℎ����������������ℎ��������������

I������ntati�n�

��id�nc��
Acti�n���ans�with��ink�t��th��s�curity�incid�nts�

Fr�qu�ncy� C����cti�n�and�r���rting:����ry�s���st�r�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r:�C���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�

�� Inf�r�ati�n�c����ct�r�and���asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(Inf�S�c��ffic�r)�

�ata�s�urc�� Incid�nt�r���rts�

R���rting�f�r�at� Bar�chart�sh�wing�th��ca�cu�at�d��ff�cti��n�ss�indicat�r�f�r�this�and��r��i�us�sa���ing���ri�ds�

ISO/IEC�27001�
a���cati�n�

C�aus�s�10�I�p��v���nt�and�A�16�1�6�L���ning������in�����ti�n�s�cu�ity�incid�nts�

�

Tab���17:�M�asur���nt:�R��i�w��f�Us�r�Acc�ss�Rights�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ���������������������������������

Inf�r�ati�n�n��d�
M�asur���nt��n�h�w��any� syst��atic�us�r�acc�ss�rights�r��i�ws�ar����rf�r��d��n�critica��syst��s��f�th��

uni��rsity�(��g�,��anag���n��s��v���of�����s��d�n�s’�g�ad�s)�

M�asur�� P�rc�ntag���f�critica��syst��s�that�ar��r�gu�ar�y�r��i�w�d�f�r�us�r�acc�ss�rights�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
�������������������������������������������������������������������������������������������������������

����������������������������������������������������������
× 100��

Targ�t�

Gr��n:���� ≥ �90%,�Y����w:�89% ≥ �� ≤ 69%,�R�d:���� ≤ �70%�

�� Gr��n:�n��acti�n�is�r�quir�d�

�� Y����w:�indicat�r�sh�u�d�b��watch�d�c��s��y�f�r���ssib���d�t�ri�rati�n�t��r�d�

�� R�d:�int�r��nti�n�is�r�quir�d,�causati�n�ana�ysis�has� t��b��c�nduct�d�t��d�t�r�in��th��r�as�ns� f�r�n�n-

c����ianc��and����r���rf�r�anc��

I������ntati�n�

��id�nc��
Pr��fs��f�r��i�ws�(��g�,�tick�t�syst��)�

Fr�qu�ncy�
�� C����cti�n:�aft�r�any�chang�s�in�w�rk�r��ati�nshi�s,�such�as�r�cruit��nt��r�t�r�inati�n��f�w�rk��

�� R���rting:����ry�s���st�r�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�risk��wn�r�

�� Inf�r�ati�n�c����ct�r:�CISO�(CIO)�

�� M�asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�ata�s�urc�� Ass�t�in��nt�ry;�syst���us�d�t��track�wh�th�r�r��i�ws�w�r����rf�r��d�(��g�,�tick�t�syst��)�

R���rting�f�r�at� Pi��chart�that��r�s�nts�th��curr�nt�situati�n�and��in��chart�that�sh�ws�th��d��������nt��f�c����ianc���

ISO/IEC�27001�
a���cati�n�

C�aus��A���2�5�R�vi�w����us����cc�ss��ights�
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Tab���18:�M�asur���nt:�Physica��Entry�C�ntr��s�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �����������������������������

Inf�r�ati�n�n��d� T��sh�w�th���xist�nc�,��xt�nt,�and�qua�ity��f�th��syst���us�d�f�r�acc�ss�c�ntr����

M�asur�� Str�ngth��f��hysica���ntry�c�ntr���syst���

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring�

��� = ������������0 − 100%��

0%:�Th�r��is����acc�ss�c��tr���syst���

20%:�Th�r��is�an�acc�ss�syst���wh�r��PIN�c�d��(�n��fact�r�syst��)�is�us�d�f�r��ntry�c�ntr���

�0%:�Th�r��is�an�acc�ss�c�ntr���card�syst���(ca��us�card�syst��)�wh�r���assing�th��ca��us�card��

����������(�n��fact�r�syst��)�is�us�d�f�r��ntry�c�ntr���

60%:�Th�r��is�a�ca��us�card�syst���wh�r���assing�card�a�d�PIN�c�d��is�us�d�f�r��ntry�c�ntr���

�

80%:�Th�r��is�a�ca��us�card�syst���wh�r���assing�card�and�PIN�c�d��is�us�d�f�r��ntry�c�ntr���and���g�

80%:�fu�cti��a�ity�is�acti�at�d�

100%:�Th�r��is�a�ca��us�card�syst���wh�r���assing�card�is�us�d�f�r��ntry�c�ntr��,�PIN�c�d��is�r���ac�d�by�

100%:�bi���tric�auth��ticati���(fing�r�rint,���ic��r�c�gniti�n,�r�tina�scan,��tc�),�and���g�fu�cti��a�ity�is�

100%:�acti�at�d�

Targ�t� �� ≥ 40%�(satisfact�ry)�

I������ntati�n�

��id�nc��

C�ntr���th��ty����f��ntry�c�ntr���syst���and�ins��ct�th��f����wing�as��cts: �

�� Acc�ss�c�ntr���card�syst�����id�nc��

�� PIN�c�d��usag��

�� L�g�functi�na�ity�

�� Bi���tric�auth�nticati�n�

Fr�qu�ncy�

�� C����cti�n,�ana�ysis,�and�r���rting:�annua��y�(���ry�tw��s���st�rs)�

�� M�asur���nt�r��isi�n:�aft�r�tw�������nths�

�� P�ri�d��f���asur���nt:�a���icab���tw�������nths�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�faci�ity��anag�r�

�� Inf�r�ati�n�c����ct�r:�int�rna��audit�r/�xt�rna��audit�r�

�� M�asur���nt�c�i�nt:�uni��rsity��anag���nt�

�ata�s�urc�� Id�ntity��anag���nt�r�c�rd�

R���rting�f�r�at� Pi��chart�r��r�s�nting�th��str�ngth��f��hysica���ntry�c�ntr���syst���

ISO/IEC�27001�

a���cati�n�
C�aus��A�11�1�2��hysic�l��nt�y�c�nt��ls�

�

Tab���19:�M�asur���nt:�Physica��Entry�C�ntr��s�Eff�cti��n�ss�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �������������������������������������������

Inf�r�ati�n�n��d�

1�� Ensur�� an� �n�ir�n��nt� �f� c���r�h�nsi��� s�curity� and� acc�untabi�ity� f�r� ��rs�nn��,� faci�iti�s,� and�

�r�ducts�

2�� Int�grat���hysica��and�inf�r�ati�n�s�curity��r�t�cti�n���chanis�s�t���nsur��a��r��riat���r�t�cti�n��f�th��

�n�v��s��y’s��nfo��a��on���so��c�s�
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�

�

(c�ntinu�d)� �

M�asur��
Nu�b�r��f�unauth�riz�d��ntri�s� int�� faci�iti�s� c�ntaining� inf�r�ati�n� syst��s�(subs�t� �f��hysica�� s�curity�

incid�nts)�

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring�
�� = �������������������ℎ����������������������������������������ℎ��������������������

�������������������������������������������������������

Targ�t� �� = 0��

I������ntati�n�

��id�nc��
Syst��atic�ana�ysis��f��hysica��s�curity�incid�nt�r���rts�and�acc�ss�c�ntr�����gs�

Fr�qu�ncy� �ata�gath�ring�and�r���rting:����ry�s���st�r�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:��hysica��s�curity��ffic�r�(inf�r�ati�n�s�curity��ffic�r)�

�� Inf�r�ati�n�c����ct�r:�c���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�

�� M�asur���nt�c�i�nt:�CIO;�CISO�

�ata�s�urc�� Physica��s�curity�incid�nts�r���rts;��hysica��acc�ss�c�ntr�����gs�

R���rting�f�r�at�
P��t� sh�wing� th�� tr�nd� �f� unauth�riz�d� �ntry� int�� faci�iti�s� c�ntaining� inf�r�ati�n� syst��s� f�r� th�� �ast�

sa���ing���ri�ds�

ISO/IEC�27001�

a���cati�n�
C�aus��A�11�1�2��hysic�l��nt�y�c�nt��ls�

�

Tab���20:�M�asur���nt:�Maint�nanc���f�Inf�r�ati�n�Syst��s�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �������������������������������������� ��

Inf�r�ati�n�n��d� E�a�uat��ti���in�ss��f��aint�nanc��acti�iti�s�in�r��ati�n�t��th��sch�du���

M�asur�� Maint�nanc��d��ay���r�c�����t�d��aint�nanc�����nt�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� ���[�������; ��������ℎ����������������] = ����������ℎ������������������ − ����������������������������

Targ�t�

1�� Uni��rsity-s��cific�(��g�,�if�th��a��rag��d��ay�is�c�nsist�nt�y����r�thr���days,�th��caus�s�n��d�t��b��

�xa�in�d)�

2�� Tr�nd�sh�u�d�b��stab����r�c��s��t���� = 0�days �

3�� Tr�nd�sh�u�d�b��stab����r�u�wards�

I������ntati�n�

��id�nc��

�at�s� �f� sch�du��d��aint�nanc�;� dat�s� �f� c�����t�d��aint�nanc�;� t�ta�� nu�b�r� �f� ��ann�d� �aint�nanc��

���nts;�t�ta��nu�b�r��f�c�����t�d��aint�nanc�����nts�

Fr�qu�ncy�
�� C����cti�n:����ry�s���st�r�

�� R���rting:�annua��y�(���ry�tw��s���st�rs)�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�s�curity�ad�inistrat�r�

�� Inf�r�ati�n�c����ct�r:�s�curity�staff�

�� M�asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�ata�s�urc�� P�an/sch�du����f�syst����aint�nanc�s;�r�c�rds��f�syst����aint�nanc�s�

R���rting�f�r�at�
Lin��chart�that�d��icts�th��a��rag��d��iati�n��f��aint�nanc��d��ay,�su��ri���s�d�with��in�s��r�duc�d�during�

�r��i�us�r���rting���ri�ds�and�th��nu�b�rs��f�syst��s�within�th��sc����

ISO/IEC�27001�

a���cati�n�
C�aus��A�11�2�4�Equip��nt���int�n�nc��

�
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�

�

Tab���21:�M�asur���nt:�Chang��Manag���nt�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ����������������������

Inf�r�ati�n�n��d� E�a�uat��wh�th�r�th��b�st��ractic�s��f�chang���anag���nt�and�th��hard�ning����ici�s�ar��r�s��ct�d�

M�asur�� P�rc�ntag���f�n�w�insta���d�syst��s�that����t�chang���anag���nt�b�st��ractic�s�and�hard�ning����ici�s�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
����������������������������������������������������������������������������������������������������������������������

������������������������������
��

Targ�t� �� = 1�(A���syst��s�ha���t��f����w�th��chang���anag���nt�guid��in�s)�

I������ntati�n�

��id�nc��
Tick�t�syst��;��-�ai�s;�r���rts;�ch�ck�ist�us�d�f�r�c�nfigurati�n�

Fr�qu�ncy�

�� C����cti�n:����ry�s���st�r�

�� R���rting:� annua��y� (���ry� tw�� s���st�rs)� t��uni��rsity��anag���nt;� ���ry� s���st�r� t�� inf�r�ati�n�

s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�risk��wn�r�

�� M�asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�ata�s�urc�� Tick�t�syst��;��-�ai�s;�r���rts;�ch�ck�ist�us�d�f�r�c�nfigurati�n;�c�nfigurati�n�r��i�w�t����r���rt�

R���rting�f�r�at� Pi��chart�sh�wing�th��curr�nt�situati�n�and��in��chart�sh�wing�th��d��������nt��f�c����ianc��

ISO/IEC�27001�

a���cati�n�
C�aus��A�12�1�2�Ch�ng����n�g���nt�

�

Tab���22:�M�asur���nt:�Ma�war��Pr�t�cti�n�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ��������������������� ��

Inf�r�ati�n�n��d� Nu�b�r��f��a�war��aff�ct�d�syst��s�which�d��n�t�ha���an�u�dat�d�anti-�a�war��s��uti�n�

M�asur��
N��b���of��alwa���aff�c��d�sys���s�conn�c��d��o������n�v��s��y’s�n��wo�k�w����obsol����(�.g.,��o�����an�on��

w��k���d)�anti-�a�war��signatur�s�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
�����������������������������������(��������������������������′���������)���������������������������

������������� ���������(��������� �����������������′���������)
��

Targ�t� �� = 0��

I������ntati�n�

��id�nc��
M�nit�ring��f�anti�irus�acti�iti�s�in��ach��a�war��aff�ct�d�syst���

Fr�qu�ncy� �ai�y�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r�and�c����ct�r:�IT����rati�ns�

�� M�asur���nt�c�i�nt:�CISO��

�ata�s�urc�� M�nit�ring�t���s;�anti-�a�war��c�ns����

R���rting�f�r�at� List�with�th��nu�b�rs���r�syst���c�ass�s�(w�rkstati�ns,�s�r��rs,����rating�syst��s)�

ISO/IEC�27001�

a���cati�n�
C�aus��A�12�2�1�C�nt��ls��g�inst���lw����

�
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�

�

Tab���23:�M�asur���nt:�L�g�Fi��s�R��i�w�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ���������������������

Inf�r�ati�n�n��d� Ass�ss�th��c����ianc��status��f�th��r�gu�ar�r��i�w��f�critica��syst�����g�fi��s�

M�asur�� P�rc�ntag���f�audit���g�fi��s�r��i�w�d���r�ti�����ri�d�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� = �
��������� ��g �������������������������������������������

��������������� ��g �����
× 100��

Targ�t� ��� ≥ 20%�(��� < 20%:�causes�of�underperformance�should�be�examined)�

I������ntati�n�

��id�nc��
Add�u��th��t�ta��nu�b�r��f���g�fi��s��ist�d�in�th��r��i�w���g��ist�

Fr�qu�ncy�

�� C����cti�n�and�ana�ysis:���nth�y�(d���nding��n�critica��y,���ssib�y�dai�y��r�r�a�-ti���tracking)�

�� R���rting:����ry�s���st�r�

�� M�asur���nt�r��isi�n:����ry�tw��y�ars�

�� P�ri�d��f���asur���nt:�a���icab��:�tw��y�ars�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�� Inf�r�ati�n�c����ct�r:�s�curity�staff�

�� M�asur���nt�c�i�nt:��anag�rs�r�s��nsib���f�r�th��ISMS;�s�curity��anag�r�

�ata�s�urc�� Syst��;�indi�idua����g�fi��s;���id�nc���f�th����g�r��i�w�

R���rting�f�r�at� Lin��chart�that�d��icts�th��tr�nd�with�a�su��ary��f�th��findings�and�th���r���s�d��anag���nt�acti�ns�

ISO/IEC�27001�

a���cati�n�
C�aus��A�12�4�1�Ev�nt�l�gging�

�

Tab���2�:�M�asur���nt:�Vu�n�rabi�ity��f�Inf�r�ati�n�Syst��s�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ��������������������������������������� ��

Inf�r�ati�n�n��d� E�a�uat��wh�th�r�inf�r�ati�n�syst��s�hand�ing�s�nsiti���data�ar���u�n�rab���t���a�ici�us�attacks�

M�asur��
P�rc�ntag���f� critica�� inf�r�ati�n� syst��s� that� ha���b��n� ��rifi�d� by� �u�n�rabi�ity�ana�ysis� �r���n�trati�n�

t�sting�sinc��th�ir��ast��aj�r�r���as��

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
����������������������������������������������������������������������������������������������������������������������

��������������������������������������������
× 100��

Targ�t� Gr��n:��� = 100% ,�Y����w:�99% ≥ �� ≥ �75%�(satisfact�ry),�R�d:��� < 75%�

I������ntati�n�

��id�nc��

R���rts��f��u�n�rabi�ity� ass�ss��nts�and���n�trati�n�t�sts���rf�r��d��n� inf�r�ati�n�syst��s� c���ar�d� t��

nu�b�r��f�inf�r�ati�n�syst��s�c�assifi�d�as�critica��in�th��ass�t�in��nt�ry�

Fr�qu�ncy�
�� C����cti�n:�annua��y�

�� R���rting:�f�r��ach�c����cti�n�

R�s��nsib����arti�s�
�� Inf�r�ati�n��wn�r:�risk��wn�r�

�� Inf�r�ati�n�c����ct�r:��x��rts�with�th��kn�w-h�w�t���x�cut���u�n�rabi�ity�ana�ysis��r���n�trati�n�t�sts��

�ata�s�urc�� Ass�t�in��nt�ry;���n�trati�n�t�st�r���rts�

R���rting�f�r�at� Pi��chart�r��r�s�nting�th��curr�nt�situati�n�and��in��chart�sh�wing�th��d��������nt��f�c����ianc��

ISO/IEC�27001�

a���cati�n�
C�aus�s�A�12�6�1�M�n�g���nt����t�chnic�l�vuln���biliti�s�and�A�18�2�3�T�chnic�l�c��pli�nc����vi�w �



������������nt��f�an�Inf�r�ati�n�S�curity�M�asur���nt�Syst���f�r�Uni��rsiti�s�� 66�

�

�

Tab���25:�M�asur���nt:�S�curity�Incid�nt�Manag���nt�Eff�cti��n�ss�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ������������������������������������������������

Inf�r�ati�n�n��d� Ass�ss�th���ff�cti��n�ss��f�inf�r�ati�n�s�curity�incid�nt��anag���nt�

M�asur�� Incid�nts�that�ha���b��n�n�t�r�s����d�in�targ�t�ti��fra���

M�asur��Ty��� Eff�cti��n�ss�indicat�r�

F�r�u�a/sc�ring�

a)� ��fin��s�curity�incid�nt�cat�g�ri�s�and�th�ir�targ�t�ti���fra��s�in�which�th��s�curity�incid�nts�sh�u�d�b��

r�s����d�

b)� ��fin��acc��tab���indicat�r�thr�sh��ds�f�r�s�curity�incid�nts�that��xc��d�th��cat�g�ry�targ�t�ti���fra����

c)� C���ar��th��nu�b�r��f�incid�nts�wh�s��r�s��uti�n�ti����xc��ds�th��cat�g�ry�targ�t�ti���fra��s�with�th��

indicat�r�thr�sh��ds�

Targ�t�
�� = ���������������������ℎ�����������������������������ℎ��������������������������������

�����������������ℎ����ℎ���������������������ℎ���ℎ���� ��

I������ntati�n�

��id�nc��

Targ�t�indicat�rs� and�incid�nts�wh�s�� r�s��uti�n�ti����xc��ds�th��cat�g�ry�targ�t� ti���fra��s�g�t�r���rt�d�

��nth�y�

Fr�qu�ncy�
�� C����cti�n,�ana�ysis,�r���rting,�and���ri�d��f���asur���nt:���nth�y�

�� M�asur���nt�r��isi�n:����ry�s���st�r�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:��anag�rs�r�s��nsib���f�r�th��ISMS�

�� Inf�r�ati�n�c����ct�r:�Incid�nt��anag���nt��anag�r�

�� M�asur���nt�c�i�nt:�uni��rsity��anag���nt;��anag�rs�r�s��nsib���f�r�th��ISMS;�s�curity��anag���nt;�

incid�nt��anag���nt�

�ata�s�urc�� ISMS;�indi�idua��incid�nts;�incid�nt�r���rts;�incid�nt��anag���nt�t����

R���rting�f�r�at�
Tab���and�tr�nd�charts�sh�wing�th����nth�y�targ�t�indicat�r� thr�sh��ds�and�th��nu�b�r��f�incid�nts�wh�s��

r�s��uti�n�ti����xc��ds�th��cat�g�ry�targ�t�ti���fra��s�

ISO/IEC�27001�

a���cati�n�
C�aus��A�16�In�����ti�n�s�cu�ity�incid�nt���n�g���nt�

�

Tab���26:�M�asur���nt:�S�curity�Incid�nt�Tr�nd�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �����������������������������

Inf�r�ati�n�n��d�
1�� Tr�nd��f�inf�r�ati�n�s�curity�incid�nts�

2�� Tr�nd��f�cat�g�ri�s��f�inf�r�ati�n�s�curity�incid�nts�

M�asur��
1�� Nu�b�r��f�inf�r�ati�n�s�curity�incid�nts�in�a�d�fin�d�ti��fra���(��g�,��n����nth)�

2�� Nu�b�r��f�inf�r�ati�n�s�curity�incid�nts��f�a�s��cific�cat�g�ry�in�a�d�fin�d�ti��fra���(��g�,��n����nth)�

M�asur��Ty��� Eff�cti��n�ss���asur���

F�r�u�a/sc�ring�

�� =
�������������������������������������������������(����������������������)���������������������������

�������������������������������������������������(����������������������)���������������������������
��

��fin��thr�sh��d��a�u�s�f�r�th��tr�nd�indicat�rs,�f�r��xa����:�

�� Gr��n:��� < 1�

�� Y����w:�1 ≤ �� ≤ 1.3�

�� R�d:��� > 1.3�

1�� P�rf�r��ana�ysis�f�r�a���incid�nts�

2�� P�rf�r��ana�ysis�f�r��ach�s��cific�cat�g�ry�
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�

�

(c�ntinu�d)� �

Targ�t� ��� < 1�(�reen)��

I������ntati�n�

��id�nc��
Nu�b�r��f�inf�r�ati�n�s�curity�incid�nts�is�r���rt�d���nth�y�

Fr�qu�ncy� M�nth�y�

R�s��nsib����arti�s�
Inf�r�ati�n��wn�r�and�c����ct�r:�c���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�

M�asur���nt�c�i�nt:�CIO;�CISO�

�ata�s�urc�� Inf�r�ati�n�s�curity�incid�nt�r���rts�

R���rting�f�r�at� Tab���r��r�s�nting�th��ca�cu�at�d��ff�cti��n�ss�indicat�rs�and�th��d�fin�d�thr�sh��d��a�u�s;�tr�nd�diagra��

ISO/IEC�27001�

a���cati�n�
C�aus��A�16�1�M�n�g���nt����in�����ti�n�s�cu�ity�incid�nts��nd�i�p��v���nts�

�

Tab���27:�M�asur���nt:�S�curity�E��nts�and�W�akn�ss�s�R���rting�and�Ass�ss��nt�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �������������������������������������������������������������

Inf�r�ati�n�n��d� M�asur��wh�th�r�s�curity����nts�and�w�akn�ss�s�ar��r���rt�d�and�f�r�a��y�tr�at�d�

M�asur��
Su���f�s�curity����nts�and�w�akn�ss�s�r���rt�d�t��th��c���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�in�

r��ati�n�t��th�ir�ass�ss��nt�wh�th�r�th�y�ar��c�assifi�d�as�inf�r�ati�n�s�curity�incid�nts�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
∑��������������������������������������������������������������

∑ ������������������������������������������������������������������
��

Targ�t� �� = 1���

I������ntati�n�

��id�nc��
Tick�t�syst���us�d�f�r�th��ass�ss��nt��f�s�curity����nts�and�w�akn�ss�s�

Fr�qu�ncy� C����cti�n�and�r���rting:�annua��y�(���ry�tw��s���st�rs)�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�c���ut�r�s�curity�incid�nt�r�s��ns��t�a��(CSIRT)�

�� Inf�r�ati�n�c����ct�r:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r)�

�� M�asur���nt�c�i�nt:�inf�r�ati�n�s�curity��anag�r�(inf�r�ati�n�s�curity��ffic�r);�uni��rsity��anag���nt�

�ata�s�urc�� R���rts��f�s�curity����nts,�w�akn�ss�s,�and�incid�nts;�tick�t�syst���

R���rting�f�r�at�
Tr�nd� �in�� sh�wing� th��d��������nt��f� r���rt�d� and� tr�at�d� s�curity� ���nts� and�w�akn�ss�s����r� th�� �ast�

��ri�ds�

ISO/IEC�27001�

a���cati�n�

C�aus��A�16�1�2�R�p��ting�in�����ti�n�s�cu�ity��v�nts,�A�16�1�3�R�p��ting�in�����ti�n�s�cu�ity�w��kn�ss�s�

and�A�16�1�4�Ass�ss��nt�����nd�d�cisi�n��n�in�����ti�n�s�cu�ity��v�nts �

�

Tab���28:�M�asur���nt:�A�ai�abi�ity��f�IT�S�r�ic�s�

I�f�r�ati���

d�scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� ��������������������������������

Inf�r�ati�n�n��d� E�a�uat��th��t�ta��a�ai�abi�ity��f�IT�s�r�ic�s�in�c���aris�n�with�th��d�fin�d��axi�u��d�wnti���

M�asur��
F�r��ach�IT�s�r�ic�,�th���nd-t�-�nd�a�ai�abi�ity�is�c���ar�d�with�th���axi�u��a�ai�abi�ity�(i��� ,��xc�uding�

th���r��i�us�y�d�fin�d�d�wnti���wind�ws)�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
∑�������������������������������������

∑ ������������������������������������������������������������������
��
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�

�

(c�ntinu�d)� �

Targ�t� �� = 1��

I������ntati�n�

��id�nc��
M�nit�ring��f��nd-t�-�nd�a�ai�abi�ity��f��ach�IT�s�r�ic��

Fr�qu�ncy� M�nth�y�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:�IT����rati�ns�

�� Inf�r�ati�n�c����ct�r:�IT�qua�ity�

�� M�asur���nt�c�i�nt:�CIO�

�ata�s�urc�� M�nit�ring�t���s�

R���rting�f�r�at�

F�r��ach�IT�s�r�ic�,�tw���in�s�in�th��chart:�

�� �in���inking�th��actua��a�ai�abi�ity�(��rc�ntag�)��f��ach�sa����d���ri�d�

�� �in��(f�r�c���aris�n��ur��s�s)�sh�wing�th��a�ai�abi�ity�targ�t�

ISO/IEC�27001�

a���cati�n�
C�aus�s�A�17�2�1�Av�il�bility����in�����ti�n�p��c�ssing���ciliti�s�

�

Tab���29:�M�asur���nt:�ISMS�R��i�w�Pr�c�ss�

I�f�r�ati���

��scri�t�r�
M�a�i�g��r�Pur��s��

M�asur��I�� �������������������������

Inf�r�ati�n�n��d� Ass�ss�th��d�gr����f�acc����ish��nt��f�ind���nd�nt�r��i�ws��f�inf�r�ati�n�s�curity�

M�asur�� Pr�gr�ss�rati���f�acc����ish�d�ind���nd�nt�r��i�ws�

M�asur��Ty��� P�rf�r�anc��indicat�r�

F�r�u�a/sc�ring� �� =
�����������������������������������������

�������������������������������������������
��

Targ�t�
0.8 ≤ �� ≤ 1.1�(t��c�nc�ud��th��achi�����nt��f�th��c�ntr����bj�cti��;�n��acti�n�r�quir�d)�

�� > 0.6�(PI�sh�u�d�b��at���ast����r�0�6�if�th��indicat�r�fai�s�t�����t�th���ri�ary�c�nditi�n)�

I������ntati�n�

��id�nc��
Nu�b�r��f�c�nduct�d�ind���nd�nt�r��i�ws;�t�ta��nu�b�r��f���ann�d�ind���nd�nt�r��i�ws�

Fr�qu�ncy�

�� C����cti�n,�ana�ysis,�and�r���rting:����ry�s���st�r�

�� M�asur���nt�r��isi�n:�r��i�wing�and�u�dating����ry�tw��y�ars�

�� P�ri�d��f���asur���nt:�a���icab��:�tw��y�ars�

R�s��nsib����arti�s�

�� Inf�r�ati�n��wn�r:��anag�rs�r�s��nsib���f�r�th��ISMS�

�� Inf�r�ati�n�c����ct�r:�int�rna��audit�r;�qua�ity��anag�r�

�� M�asur���nt�c�i�nt:��anag�rs�r�s��nsib���f�r�th��ISMS;�qua�ity�syst����anag�r �

�ata�s�urc�� R���rts��f�r��i�ws;���ans��f�r��i�ws�

R���rting�f�r�at� Bar�chart�d��icting�c����ianc�����r�s���ra��r���rting���ri�ds�in�r��ati�n�t��th��d�fin�d�targ�t�thr�sh��ds��

ISO/IEC�27001�

a���cati�n�
C�aus��A�18�2�1�Ind�p�nd�nt���vi�w����in�����ti�n�s�cu�ity�

�
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�

�

��������t�r�i�ati����f�K�y�P�rf�r�a�c��I�dicat�rs�f�r�U�i��rsiti�s�by���a�s�

��f�a�Va�u��B���fit�A�a�ysis�

Aft�r�2����rf�r�anc��and��ff�cti��n�ss�indicat�rs�ha���b��n�d�t�r�in�d,�n�w�it�is�n�c�ssary�t��

id�ntify�a�handfu���f�k�y���rf�r�anc��indicat�rs�fr���th�s���n�s,�w��c��“a��������a�n�s�����ng�

�ool��n���as���ng��nfo��a��on�s�c����y”�(Hu���rt-Vri��ink�&�Vri��ink,�2012,�����9)��Of�c�urs�,�

a���2��indicat�rs�c�u�d�b��c�nsid�r�d�as�KPIs�and�s��th��issu��w�u�d�b��s�tt��d�but�such�a��arg��

nu�b�r� �f� KPIs� w�u�d� �ak�� th��� s���� indiff�r�nt� and� w�u�d� n�t� ��ad� t�� targ�t�d� and��

��aningfu��indicat�rs��Bas�d��n�a�f�w�k�y���trics,�it�has�t��b��i���diat��y�a��ar�nt�h�w�th��

uni��rsity�is���rf�r�ing�in�t�r�s��f�inf�r�ati�n�s�curity��It�is�i���rtant�t��n�t��that�th�r��ar��

n��uni��rsa��KPIs��Th�y� ha��� t��b�� indi�idua��y� tai��r�d� t�� th��uni��rsity's��wn� inf�r�ati�n�

s�curity� �bj�cti��s� and� r�quir���nts�� C�ns�qu�nt�y,� a��� ��asur���nt� indicat�rs� n��d� t�� b��

�ri�ritiz�d� by� th�� uni��rsiti�s� th��s����s� and� th�� high�st� w�ight�d� �n�s� ��ad� t�� th�� k�y�

��rf�r�anc��indicat�rs��

In� �rd�r� t�� faci�itat�� th�� d�cisi�n-�aking� and� th�� d�t�r�inati�n� �f� th��KPIs,� a� w���-kn�wn�

ana�ysis���th�d��f�d�cisi�n�th��ry,�th���a�u��b�n�fit�ana�ysis,�can�b����ry�us�fu���(cf��H�rbig,�

2016)�This�s�cti�n�discuss�s� in�what�way�such�an�ana�ysis�c�u�d�b��carri�d��ut�in��ractic��in�

this�s��cific�cas���H�w���r,�it�sh�u�d�b����nti�n�d�at�this���int�that�th��r�su�ts�and�crit�ria��f�

th���a�u��b�n�fit�ana�ysis�ar��n�t�binding�and�g�n�ra��y��a�id��Rath�r,�it�sh�u�d�sh�w�h�w�th��

d�t�r�inati�n��f�th��KPIs�can�b��i������nt�d�by�this���th�d�and��r��id��assistanc���

�

����1��W�ight�d�Ass�ss���t�Crit�ria�

First��f�a��,�th��w�ight�d�ass�ss��nt�crit�ria�n��d�t��b��d�fin�d��Th�y�f�r��th��ass�ss��nt�basis�

f�r�th��g�a�s�and�th��qua�ity��f�th����asur���nts��Th��su���f�a�����rc�ntag�-w�ight�d�crit�ria�

has� t�� b�� r�su�t� in� 100%�� Th�� crit�ria� wi��� b�� ��a�uat�d� f�r� �ach� ��asur���nt� �f� th��

��asur���nt� syst��� indi�idua��y� by� �a�u�s� �f� a� sca��� fr��� 0� t�� 10�� Th�� �a�u�� 10� is� th��

�axi�u��(th��crit�ri�n� is�fu��y���t)�and� th���a�u�� 0�is� th���ini�u��(th��crit�ri�n�is�by�n��

��ans���t)��Fi�����a�uati�n�crit�ria�w�r��s���ct�d�and�w�ight�d�f�r�th����d��,�which�wi���b��

discuss�d�in���r��d�tai��h�r�aft�r��

�
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�

�

Crit�ri���1:�Obj�cti���and�Ind���nd�nt�M�asurabi�ity�(W�ighting:�10%)�

�

Th�� first� crit�ri�n� qu�sti�ns� th�� ind���nd�nc�� and� �bj�cti�ity� �f� th�� ��asur���nts�� If� a�

��asur���nt��n�y�r�f�rs�t���th�r���asur���nt�r�su�ts�and�is�d���nd�nt��n�th��,�it�can���ad�t��

�rr�rs� and� inaccuraci�s� that� ha��� aris�n� fr��� th�s�� �r��i�us� ��asur���nts�� Furth�r��r�,�

subj�cti���inf�u�ncing�fact�rs,�such�as���rs�na���isjudg��nts�and�hu�an��rr�rs,�can�inf�u�nc��

th�� r�su�t�� This� can� aff�ct� th�� inf�r�ati��� �a�u�� and� qua�ity� �f� th�� KPI� in�a� n�gati���way��

Th�r�f�r�,�th��crit�ri�n��f��bj�cti�ity�and�ind���nd�nc���f�a���asur���nt�has�t��b��c�nsid�r�d�

and�it�is�w�ight�d�by�10%���

�

�

�

Crit�ri���2:��ata�Acquisiti�n�Eff�rt�and�C�st�(W�ighting:�10%)�

�

High� �ff�rt� and� high� c�sts� f�r� th�� c����cti�n� and� �r��isi�n� �f� data� �r� inf�r�ati�n� that� ar��

r�quir�d�f�r�th����asur���nt�a�ways�in������a�risk�� It�is�c�unt�r�r�ducti���if��any�r�s�urc�s�

c�nc�rning�a���t� �f���rs�nn��,� ti��,�and�high�c�sts�ar��s��nt��n�a���asur���nt�and� th�n�th��

b�n�fit��r��ffici�ncy��f�th����asur���nt�turns��ut�t��b����ry���w��Th�r�f�r�,�this�crit�ri�n�n��ds�

t��b��c�nsid�r�d�f�r�th��d�t�r�inati�n��f�th��KPIs�(w�ight�d�by�10%�)�and�a�ways�n��ds�t��b��

ba�anc�d�in�r��ati�n�t��th��significanc���f�th��r�s��cti�����asur���nt�(crit�ri�n�5)��

�

�

�

Crit�ri���3:�Sustainab���M�asur���nt�R�su�t�(W�ighting:�20%)�

�

A���asur���nt�r�su�t�with�sh�rt-t�r��significanc��that�can��ary�fr����n������nt�t��th��n�xt�

is�n�t� ��aningfu�� and� c�rr�s��nds� t�� n�� KPI�� Oth�rwis�,� a� sustainab��� ��asur���nt� r�su�t�

�r��id�s�a�stab���r�f�r�nc���a�u��that�can�b��us�d�f�r�subs�qu�nt���asur���nts��

0 Subj�ctiv���nd�d�p�nd�nt����su��bility Obj�ctiv���nd�ind�p�nd�nt����su��bility�10

0 High�st�d�t���cquisiti�n������t��nd�c�st L�w�st�d�t���cquisiti�n������t��nd�c�st�10

�����������������

�����������������
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�

�

This�is�i���rtant�f�r�th��achi�����nt��f���ng-t�r��g�a�s�and�c�ntinu�us�i��r�����nt��r�c�ss�s�

and,�th�r�f�r�,�it�is�w�ight�d�by�20%��

�

�

�

Crit�ri����:�Acti�ns�f�r�I��r�����nt�ar����ri�ab���and�I������ntab����

(W�ighting:�30%)�

�

As� Figur�� 13,� ��� �8� has� sh�wn,� th�� ��nit�ring,� ��asur���nt,� ana�ysis,� and� ��a�uati�n�

�r�c�ss�s� ha��� t�� b�� c�ntinu�us�y� r��i�w�d,� u�dat�d,� and� i��r���d� t�� achi���� th�� d�sir�d�

�bj�cti��s��Suitab���and� targ�t�d�c�nc�usi�ns��ust�b��drawn� fr���KPIs� in��rd�r�t����ti�iz��

��asur���nt�r�su�ts�and�i��r����th�s���r�c�ss�s��This�is��n���f�th����st�i���rtant�crit�ria�and�

it�was�w�ight�d�by�30%��

�

�

�

Crit�ri���5:�M�asur���nt�Significanc��f�r�th��Uni��rsity’s�Inf�r�ati�n�S�curity�Obj�cti��s�

(W�ighting:�30%)�

�

Inf�r�ati�n� s�curity���asur���nts� can� �r��id�� �a�uab��� r�su�ts� in��any� ar�as,�but�KPIs� in�

�articu�ar� sh�u�d� r�f��ct� th�� s��cific� �bj�cti��s� �f� th�� uni��rsity� that� stand� f�r� inf�r�ati�n�

s�curity�and�ISMS�succ�ss��Th�s���bj�cti��s�ar��usua��y�d�fin�d�by�th��uni��rsity��anag���nt�

and�th��r�s��nsib�����rs�ns��f�th��ISMS/Inf�S�c��Acc�rding�y,�th��significanc���f�a�KPI�f�r�th��

�n�v��s��y’s� �nfo��a��on� s�c����y�obj�c��v�s� in� r��ati�n� t���ff�rt�and� c�st� is� �n���f� th����st�

i���rtant�crit�ria�and�it�is�rat�d�by�30%��

�

�

0 T��p����y����su����nt���sult Sust�in�bl�����su����nt���sult�10

0 N���cti�ns�����d��iv�bl���nd�i�pl���nt�bl� Acti�ns�����d��iv�bl���nd�i�pl���nt�bl��10

0 L�w�st�signi�ic�nc� High�st�signi�ic�nc��10

�����������������

�����������������

�����������������



������������nt��f�an�Inf�r�ati�n�S�curity�M�asur���nt�Syst���f�r�Uni��rsiti�s�� 72�

�

�

����2��E�a�uati���a�d�R�su�ts��f�th��Va�u��B���fit�A�a�ysis�

Th�� �a�u�� b�n�fit� ana�ysis� was� ��rf�r��d� in� Micr�s�ft� Exc���� Its� ��a�uati�n� is� sh�wn� in�

Figur��17��n�th��n�xt��ag���

F�r�crit�ri�n�5�(���asur���nt�significanc��fo�������n�v��s��y’s��nfo��a��on�s�curity��bj�cti��s’),�

th��f����wing��n�v��s��y’s�inf�r�ati�n�s�curity��bj�cti��s�ar��assu��d,��n�th��basis��f�which�

th����asur���nts�ar����a�uat�d�f�r�this�crit�ri�n:�high�inf�r�ati�n�s�curity,���w�risk���t�ntia�,�

high�a�ai�abi�ity��f�inf�r�ati�n-r����ant�syst��s,���w�c�st,�and�high�kn�w-h�w�in�th��fi��d��f�

inf�r�ati�n�s�curity���

Each� indi�idua�� rating� (0–10)� in�th��whit��c���s�was��u�ti��i�d� by� th�� ass�ciat�d� w�ighting�

crit�ria� in� ��rc�ntag�,� which� r�su�ts� in� th�� sc�r�� sh�wn� in� y����w�� F�r� �ach� �f� th��

2����asur���nts,� fi���sc�r�s�w�r��ca�cu�at�d�that�w�r��subs�qu�nt�y�add�d�and�dis��ay�d�as�

su���Th�r�f�r�,�th��rang���f�a�sc�r��su��r�ach�s�fr���0�0�(�ini�u�)�t��10�0�(�axi�u�)��

Th��KPI�rang��was�s�t� fr���8�0�t��10�0��As� a���gica��c�ns�qu�nc�,�th����asur���nts�with�a�

t�ta��sc�r���f�at���ast�8�0�(gr��n��ark�d)�d�t�r�in��a�k�y���rf�r�anc��indicat�r��Th��f����wing�

KPIs�w�r��ca�cu�at�d�and�r�su�t�fr���this���d��:�

�

Tab���30:�K�y�P�rf�r�anc��Indicat�rs�f�r�Uni��rsiti�s�

T�ta��Sc�r�� K�y�P�rf�r�a�c��I�dicat�r� Tab��� Pag��

8�6� ������������������������������������� 16� 61�

8�5� ������������������������������������������������������������������ 10� 57�

8�3� ������������������������������ �� 28� 67�

8�2� ������������������������������������������� 19� 62�

8�1� ��������������������������������������� �� 2�� 65�

8�1� ������������������������������������������������ 25� 66�

8�0� �������������������� 12� 59�

(S�urc�:�Own�i��ustrati�n)�

�

Th�� r�su�t� sh�ws� that� s���n� k�y� ��trics� w�r�� d�t�r�in�d� fr��� th�� 2�� ��trics� �f� th��

��asur���nt�syst����This�a��r�ach�d��i��rs�g��d�r�su�ts�that�ar��a�ign�d�with�th���x����ari�y�

s�t�u��uni��rsity's�inf�r�ati�n�s�curity��bj�cti��s��Of�c�urs�,�th��int�r�r�tati�n��f�th��KPI�rang�,�

th�� d�finiti�n� �f� th�� crit�ria,� and� th�� ��a�uati�n� its��f� ar�� inf�u�nc�d� by� subj�cti��� fact�rs,�

h�w���r,�in�th���nd,������n�v��s��y�s�own��s�bj�c��v�’�goals�and�w�s��s�n��d�t��b��fu�fi���d�and�

��asur�d�



�
���

��
��
�
�
�
�n
t�
�
f�
an
�I
nf
�
r�

at
i�
n
�S
�c
u
ri
ty
�M

�a
su
r�
�
�n
t�
S
y
st
��

�f
�
r�
U
n
i�
�r
si
ti
�s
��

73
�

� �F
ig
u
r�
�1
7
:�
E
�a
�u
at
i�
n
��
f�
th
��
V
a�
u
��
B
�n
�f
it
�A
na
�y
si
s�
w
it
h
�M

ic
r�
s�
ft
�E
x
c�
��

(S
�
u
rc
�:
�O

w
n
�i
��
u
st
ra
ti
�
n
)



������������nt��f�an�Inf�r�ati�n�S�curity�M�asur���nt�Syst���f�r�Uni��rsiti�s�� 7��

�

�

��5���R�su�ts�a�d��iscussi���

Th��d��������nt��f�an�inf�r�ati�n�s�curity���asur���nt�syst���f�r�uni��rsiti�s�was�r�a�iz�d�

acc�rding�t��th��b�tt��-u��a��r�ach��In��th�r�w�rds,�a�handfu���f�k�y���trics�w�r��d�t�r�in�d�

by�a��arg��nu�b�r��f���trics���

First,�23���asur���nt��r�c�dur�s�w�r����d���d�in�tabu�ar�f�r�,�yi��ding�fift��n���rf�r�anc��

indicat�rs� (PIs)�and�nin���ff�cti��n�ss� indicat�rs� (EIs)��As� a���gica��c�ns�qu�nc���f�th�� first�

r�s�arch�qu�sti�n,�th�s���r�c�dur�s�ar��s��cifica��y�ada�t�d�t��th��ISO/IEC�27001�r�quir���nts�

and�c�ntr��s��Th����asur���nt�syst���can�b��us�d�by�uni��rsiti�s�t����asur��th����rf�r�anc��

and��ff�cti��n�ss��f�th�ir�inf�r�ati�n�s�curity��r�c�ss�s�and�c�ntr��s��Of�c�urs�,�it�is���ssib���

t��add,���dify,� and� r��������asur���nt� �r�c�dur�s� that�d��n�t����t� th���n�v��s��y’s� �wn�

inf�r�ati�n�s�curity�c�nc��ti�ns�and�r�quir���nts,�but�this�st���a�ways�n��ds�t��b��qu�sti�n�d�

in�th���i�w��f�th��ISMS�r�quir���nts��f�ISO/IEC�that�ar���andat�ry�f�r�an�ISMS�c�rtificati�n��

If�this�as��ct�is�tak�n�int��acc�unt,�th��syst���can�b��indi�idua��y�ada�t�d�and�a���i�d��

In� th�� n�xt� st��,� k�y� ��rf�r�anc�� indicat�rs� w�r�� d�ri��d� fr��� th�� 2�� indicat�rs�� F�r� th��

uni��rsiti�s,� th��KPIs� sh�u�d�b��th����st� i���rtant� indicat�rs�that�sh�w�at�a�g�anc��what�th��

curr�nt�inf�r�ati�n�s�curity�situati�n�is��ik��and�h�w�th��ISMS�is���rf�r�ing��Sinc��th��KPIs��

a�ways�n��d�t��b��g�ar�d�s��cifica��y�t��th��uni��rsity's��bj�cti��s�and�n��uni��rsa��y�a���icab���

KPIs��xist,�a��ri�ritizing��f�th��2��indicat�rs�and�th��subs�qu�nt�s���cti�n��f�th��KPIs�by�th��

uni��rsiti�s�th��s����s�w�u�d�b����st��ff�cti����T��su���rt�th��KPI�d�t�r�inati�n��r�c�ss,�a�

�a�u��b�n�fit�ana�ysis�was���d����d��F�r�this��ur��s�,� fi���w�ight�d���a�uati�n�crit�ria�w�r��

drawn�u��and�a�KPI�rang��was� s���ct�d��Th��s��f-c�nduct�d�ana�ysis�r�su�t�d� in� s���n�KPIs,�

which�ar��sh�wn�in�Tab���30,�and�s�r��s�as�guidanc��f�r�th��uni��rsiti�s�in�d�t�r�ining�th�ir�

indi�idua��KPIs��

In��rd�r�t��c�ntinu��th����nit�ring,���asur���nt,�ana�ysis,�and���a�uati�n�cyc��� (Figur��13,�

����8)� and� t�� �ut� th����asur���nt� syst��� int�� �ractic�,� “int�r�st�d� �arti�s� wh�� sh�u�d� b��

�artici�ating� in� th�� s�curity� ��asur���nt� �r�c�ss� sh�u�d� b�� �ad�� awar�� �f� ��asur���nt�

acti�iti�s�and�th��rati�na���b�hind�it�[���]�and�[���]�data�c����cti�n�and�ana�ysis�t���s�sh�u�d�b��

id�ntifi�d�and,�if�n��d�d,���difi�d,� t���ff�cti���y� and��ffici�n�ly�ga�������as���s”� (ISO/IEC,�

2016,� ��� 1�)�� Furth�r��r�,� th����asur���nt� r�su�ts� and� inf�r�ati�n� that� is� n��d�d� f�r� th��

��asur���nt��ust�b��st�r�d�s�cur��y,�s��that�th�y�can��n�y�b���ad��a�ai�ab���t��th�s��wh��ar��

r�s��nsib����A�����trics,�in��articu�ar�th��KPIs,��ust�b����nit�r�d�and�r���rt�d��ur��s�fu��y��

KPIs�ar��b�st���nit�r�d�and�r���rt�d�in�dashb�ards�and�sc�r�cards���
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Th�r��is�a�r�ady�a���t��f��a�uab����it�ratur���n�th�s��t�chniqu�s,�a��ng��th�rs� (Hass��r,�2012,�

���� 37�–385),� (Kütz,� 2009,� ���� 120–130),� (L�a� &� Fui-H��n�Nah,� 2013,� ����116–123),� and�

(Junus,�2008,�����333–366)��

Aft�r�a���r����ant��r�c�dur�s�and���asur���nt�thr�sh��ds�ha���b��n�d�fin�d,�th��indicat�rs��ust�

b����asur�d�and���nit�r�d����r�th��s��cific���ri�ds��f�ti����Subs�qu�nt�y,�th����asur���nt�

r�su�ts� and�KPIs� sh�u�d� b�� ana�yz�d� and� int�r�r�t�d� in� r��ati�n� t�� ���� sp�c�f��d� �n�v��s��y’s�

inf�r�ati�n� s�curity� �bj�cti��s�� “G��danc�� fo�� s�a��s��cal� analys�s� can� b�� fo�nd� �n�

ISO/TR�10017.”� (ISO/IEC,�2016,�p.�15)�Th�� ana�ysis�r�su�ts� sh�u�d��r��id��insights�int��th��

�n�v��s��y’s� inf�r�ati�n� s�curity� ��rf�r�anc�� and� ISMS� �ff�cti��n�ss� and� “s�o�ld� �d�n��fy�

ga�s�b�tw��n�th���x��ct�d�and�actua����asur���nt�r�su�ts��f�an�i������nt�d�ISMS,�c�ntr��s[,]�

o��g�o�ps�of�con��ols”�(ISO/IEC,�2016,����15)��On�th��basis��f�th�s��id�ntifi�d�ga�s,�suitab���

c�nc�usi�ns�and�acti�ns�can�b��initiat�d�t��i��r����th��inf�r�ati�n�s�curity�situati�n��O��ra��,�

a� c�ntinu�us���asur���nt�and���nit�ring��r�c�ss� is�cr�at�d�by��aintaining,�r��i�wing,�and�

i��r��ing�a����r�c�dur�s�b�f�r���f�a�n�w���asur���nt�starts��As�an���id�nc���f�th���n�v��s��y’s�

inf�r�ati�n� s�curity���nit�ring�and���asur���nt,�a����r�c�ss�s�ha���t��b��d�cu��nt�d�and�

r�c�rd�d�s�cur��y�f�r�th��c���unicati�n�t��s��f-s���ct�d�int�r�st�d��arti�s��

�

In� su�,� as� a� crucia�� �����nt� in� th�� initia���has�� �f� th��c�ntinu�us� cyc����f� th����nit�ring,�

��asuring,�ana�ysis,�and���a�uati�n��r�c�ss�s,�th���r�s�nt�d�inf�r�ati�n�s�curity���asur���nt�

syst��� f�r�s� th�� basis� �f� a� succ�ssfu�� ��asur���nt� f�r� th�� uni��rsiti�s� acc�rding� t�� th��

ISO/IEC�27000-s�ri�s�
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5��Cr�ati����f�a�U�if�r��I�f�r�ati���S�curity�R���rt�T����at��f�r�

U�i��rsiti�s�

As��ut�in�d�in�th��first�r�s�arch�qu�sti�n,�th��ISMS����������n��������������nc��Ev�lu�ti�n’,�

��r�� �r�cis��y� ��s� s�bcla�s�� ���3�M�n�g���nt� ��vi�w’,� sti�u�at�s� that� th�� ISMS� has� t�� b��

r�gu�ar�y�r��i�w�d�by�th�� t����anag���nt�(th��uni��rsity��anag���nt)��“T���p��pos��of� [a]�

�anag���nt�r��i�w�is�t���nsur��th��c�ntinuing�suitabi�ity,�ad�quacy[,]�and��ff�cti��n�ss��f�th��

ISMS.”� (ISO/IEC,� 2017,� ��� 36)� In� �rd�r� t�� �ak�� a� r��i�w� ��ssib��,� th�� ��rs�ns� wh�� ar��

r�s��nsib��� f�r� inf�r�ati�n�s�curity� n��d� t�� r���rt� t�� th�� uni��rsity��anag���nt�at���ann�d�

int�r�a�s��But� as� th��audit�r�su�ts� sh�w�d,� th�� curr�nt�situati�n� at�th��uni��rsiti�s� is� that� th��

indi�idua��audit� r���rts��f� th��audits� carri�d��ut� ar�� �ft�n� th�� first� r���rts� t�� th�� uni��rsity�

�anag���nt��n�th��stat���f�inf�r�ati�n�s�curity��

In��rd�r�t��su���rt�th��r���rting��r�c�ss�s�at�th��uni��rsiti�s,�it�is��xa�in�d�wh�th�r�a�t����at��

f�r� an� inf�r�ati�n� s�curity� r���rt� is� us�fu�� and� can� b�� d�������d�� In� this� way,� a� unif�r��

r���rting� and� c���unicati�n�within�and�b�tw��n� th��uni��rsiti�s� sh�u�d�b��cr�at�d��First,� a�

r�quir���nts� ��icitati�n� n��ds� t�� b�� carri�d� �ut� t�� d�t�r�in�� th�� r���rt� structur�� and� its�

c����n�nts�� F�r� this� �ur��s�,� th�� r�quir���nts� and� r�c����ndati�ns� f�r� r���rting� �f� th��

ISO/IEC�27000-s�ri�s�ar��ana�yz�d��Aft�rwards,�qu�sti�ns��n�th��a���icabi�ity��f�an�inf�r�ati�n�

s�curity� r���rt� f�r� uni��rsiti�s� n��d� t�� b�� c�arifi�d��On� th�� r�su�ts� �f� th�� in��stigati�ns,� an�

inf�r�ati�n�s�curity�r���rt�t����at��is�d�sign�d�fina��y��

�

5�1���R�quir����ts�E�icitati���(R���rt�Structur��a�d�C�������ts)�

B�f�r��d�t�r�ining�th��c�ncr�t��structur��and�c����n�nts��f�th��r���rt,�it�is�h���fu��t��c�nsid�r�

th��basics� �f� cr�ating�an� inf�r�ati�n� s�curity� r���rt� first��Acc�rding� t��Hass��r� (cf��Hass��r,�

2012,����38��f�),�it�is�i���rtant�that�th��r���rt�is�c��ar�and�w���-structur�d��Th��structur��sh�u�d�

chang���n�y� insignificant�y����r�ti����This� h���s� th�� r�ci�i�nt� and� r�ad�r�t��und�rstand�and�

int�r�r�t� th�� r���rt� quick�y�� In� additi�n,� it� is� us�fu�� t�� r���rt� nu��rica�� r�su�ts,� such� as�

��asur���nt� r�su�ts,� in� r��ati�n� t�� th��r�su�ts��f��r��i�us�r���rting� ��ri�ds,� f�r��xa����,� as�

��rc�ntag��chang�s��This��r��id�s�an�i���rtant�int�r�r�tati�n�aid�t��th��r�ad�r�f�r�c�assifying�

and�int�r�r�ting�th��r�su�ts�c�rr�ct�y��It�sh�u�d�b��b�rn��in��ind�that�th��r�ad�rshi��is�usua��y�

n�t� �ad�� u�� �f� t�chnica�� �x��rts� a��n��� Acc�rding�y,� th�� r���rt� c�nt�nt� sh�u�d� b�� as�

c���r�h�nsib���and�c�ncis��as���ssib���by�f�cusing��n�th��k�y���ints�



5��Cr�ati�n��f�a�Unif�r��Inf�r�ati�n�S�curity�R���rt�T����at��f�r�Uni��rsiti�s�� 77�

�

�

Th�� int�r�r�tati�n� �f� r�su�ts,���trics,� and� k�y� ��rf�r�anc�� indicat�rs� can�b�� si���ifi�d� by�

s��cifying�th��d�fin�d�targ�t�and� thr�sh��d��a�u�s,�such�as��isua��y�by�th��traffic��ight�c���rs�

that�w�r���ft�n� us�d�as� a� sca���f�r�th�� targ�t� c�assificati�n��f���rc�ntag����asur���nts��By�

�isua��y�d��icting�facts�as�charts�and�gra�hs�inst�ad��f��ur��tab��s��f�nu�b�rs,�th��c�nt�nts�can�

b��ca�tur�d���r���asi�y�and�quick�y��F�r�this��ur��s�,�a�suitab���r���rting�f�r�at�was�indicat�d�

f�r��ach���asur���nt��r�c�dur��in�th��s�c�nd�r�s�arch�qu�sti�n��F�r�th��KPIs,�it�is�a�s��h���fu��

t���r��id��a�bri�f�int�r�r�tati�n�aid�in�th��f�r���f�a�f�w���aningfu�� indicat�r�d�scri�ti�ns�that�

can�a�s��c�ntain�c�unt�r��asur�s�in�th�����nt��f�critica��chang�s�c�nc�rning�th���a�u����

�

Sinc�� th�� ��a�uati�n� �f� th�� tw����� Ba�arian� uni��rsiti�s� (first� r�s�arch� qu�sti�n)� and� th��

d��������nt� �f� a� ��asur���nt� syst��� (s�c�nd� r�s�arch� qu�sti�n)� ar�� bas�d� �n� th��

ISO/IEC�27000-s�ri�s,� c�ns�qu�nt�y,� th��r�quir���nts� f�r�an� inf�r�ati�n� s�curity�r���rt�ar��

a�s��d�t�r�in�d�fr���th��ISMS�fa�i�y��f�standards�in��rd�r�t��guarant���standard�c�nf�r�ity��

In�th��f����wing,�r���rting�r�quir���nts�and�r�c����ndati�ns�ar��in��stigat�d��

�

R�quir����ts�a�d�R�c�����dati��s��f�ISO/IEC�27003�(ISO/IEC�27001)�

�

Th��g��danc��of�����ISMS����������n��cla�s�����3�M�n�g���nt���vi�w’�s�gg�s�s��l�c��on�c�and�

��rba�� c���unicati�n� in� additi�n� t�� th�� ��a�uati�n� �f� r���rts� f�r� �r�scrib�d� r�gu�ar�

�anag���nt� r��i�ws�� “T��s�� ac��v����s� cou�d� �ary� fr��� dai�y,� w��k�y,� �r� ��nth�y�

�rganizati�na��unit����tings� t��si�����discussi�ns��f�r���rts��T����anag���nt� is�u�ti�at��y�

��spons�bl��fo���anag���n����v��w,�w�����np��s�f�o��all�l�v�ls�of�����o�gan�za��on.”�(ISO/IEC,�

2017,� ��� 36)� Th�s�� in�uts� t�� th�� uni��rsity� �anag���nt� �ust� �r��id�� ��id�nc�� �f� th��

��rf�r�anc���f�th��ISMS��“K�y��np��s�a���������s�lts��f�th��inf�r�ati�n�s�curity���asur���nts�

as� d�scrib�d� in� [th�� ���������n�� cla�s�]� 9.1� [�M�nit��ing,� ���su����nt,� �n�lysis,� �nd�

�v�lu�ti�n’� (s�c�nd�r�s�arch�qu�sti�n)]�and�th��r�su�ts��f�th��int�rna��audits�d�scrib�d�in� [th��

r�quir���nt�c�aus�]�9�2�[�Int��n�l��udit’�(first� r�s�arch�qu�sti�n)]�and�risk�ass�ss��nt�r�su�ts�

and���sk����a���n��plan�s�a��s.”�(ISO/IEC,�2017,����36)�N�nc�nf�r�iti�s,�c�rr�cti���acti�ns,�as�

w����as�th��fu�fi���nt��f�inf�r�ati�n�s�curity��bj�cti��s�a�s��n��d�t��b��inc�ud�d,�sinc��th�y�ar��

�ss�ntia��s�curity-r��at�d�issu�s�f�r�th��uni��rsity��anag���nt��Th�s��t��ics�n��d�t��b��r�f��ct�d�

in�th��inf�r�ati�n�s�curity�r���rt�that�is�int�nd�d�t��b��an�i���rtant�s�urc���f�inf�r�ati�n�f�r�

�ach��anag���nt�r��i�w��
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R�quir����ts�a�d�R�c�����dati��s��f�ISO/IEC�27005�

�

Acc�rding� t�� ISO/IEC� 27005� c�aus�� �11� In�����ti�n� s�cu�ity� �isk� c���unic�ti�n� �nd�

c�nsult�ti�n’,� “[i]nf�r�ati�n� ab�ut� risk� sh�u�d� b�� �xchang�d� and/�r� shar�d� b�tw��n� th��

d�cisi�n-�ak�rs� and� �th�r� stak�h��d�rs�[���]� [Th�]� [c]���unicati�n� is� bi-dir�cti�na��”�

(ISO/IEC,�2018b,����20)�F�r�this�r�as�n,�th��uni��rsity��anag���nt,�as�th��d�cisi�n-�ak�r,�has�

t�� r���rt� �r� r�c�i��� r���rts� �f� risks� fr��� int�rna�� stak�h��d�rs,� ��g�� th�� s�curity� ��rs�nn��,�

�xt�rna��stak�h��d�rs,�c����t�nt�auth�riti�s,�o��������n�s��y�(�Land�sa���fü��S�c���������n�d���

Info��a��ons��c�n�k’)�� In� acc�rdanc��with� th�� risk� �anag���nt� �r�c�ss� (Figur�� 5,� A���x,�

���99),� “�isk� c���unicati�n� sh�u�d� b�� carri�d� �ut� in��rd�r� t�� [���]� �r��id�� assuranc�� �f� th��

o��co���of�����o�gan�za��on’s���sk��anag���n�,�[�o]�shar��th��r�su�ts�fr���th��risk�ass�ss��nt�

and� �r�s�nt� th�� risk� tr�at��nt� ��an,� [and� fina��y� t�]� su���rt�d�cisi�n��aking� [and]� i��r����

awa��n�ss”� (ISO/IEC,� 2018b,� p.� 21).� C�ns�qu�nt�y,� th�� risk� ass�ss��nt� r�su�ts� and� risk�

tr�at��nt���an�status�n��d�t��b��inc�ud�d�in�th��inf�r�ati�n�s�curity�r���rt��

�

R�quir����ts�a�d�R�c�����dati��s��f�ISO/IEC�2701��

�

Th��standard�ISO/IEC�2701���r��id�s�r�c����ndati�ns��n�h�w�inf�r�ati�n�s�curity-r����ant�

acti�iti�s� can� b�� c�ntr����d� and� c���unicat�d� within� an� �rganizati�n�� “[A]n� �ff�cti���

g���rnanc���f�inf�r�ati�n�s�curity��nsur�s�that�th��g���rning�b�dy�r�c�i��s�r����ant�r���rting�

[���]�ab�ut� inf�r�ati�n� s�curity-r��at�d�acti�iti�s��This��nab��s���rtin�nt� and�ti���y�d�cisi�ns�

ab�ut� inf�r�a��on� s�c����y� �ss��s� �n�s�ppo���of�����s��a��g�c�obj�c��v�s�of� ����o�gan�[z]a��on”�

(ISO/IEC,�2013,����i�)�T����gov��n�ng�body’��s��nd��s�ood�as�pa���of����������anag���nt�that�

is���spons�bl��fo������o�gan�za��on’s�p��fo��anc��and�confo����y�and,�in�this�c�nt�xt,�can�a�s��

b��c�nsid�r�d�as��art��f�th��uni��rsity��anag���nt��r�as�th��uni��rsity��anag���nt�its��f��“On��

�f� th�� ��th�ds� t�� [�]c���unicat�[’]� is� [an]� inf�r�ati�n� s�curity� status� which� �x��ains�

inf�r�ati�n�s�curity�acti�iti�s�and�issu�s�[���].”�(ISO/IEC,�2013,����6)�A���ry�g��d��xa������f�a�

d�tai��d�inf�r�ati�n�s�curity�status,�which�is�inc�r��rat�d�int��th��inf�r�ati�n�s�curity�r���rt�

t����at�,�is�d��ict�d�in�ISO/IEC�2701�,�Ann�x�B��

�

�

�

�
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5�2���A���icabi�ity�As��cts��f�a��I�f�r�ati���S�curity�R���rt�f�r�U�i��rsiti�s�

B�f�r��an�inf�r�ati�n�s�curity�r���rt�t����at��can�b��cr�at�d�and�a�r���rt�can�b��writt�n,�th��

f����wing�k�y�qu�sti�ns��n�th��a���icabi�ity��f�th��r���rt�n��d�t��b��c�nsid�r�d�and�c�arifi�d:�

�

Wh��sh�u�d�b��th��r�ci�i��ts��f�th��r���rt?�

Sinc�� an� inf�r�ati�n� s�curity� r���rt�c�ntains� c�nfid�ntia�� and� critica�� inf�r�ati�n� ab�ut� an�

�rganizati�n's� s�curity,� its� c�nt�nt� sh�u�d� �n�y�b�� int�nd�d� f�r� th�� �rgan�za��on’s� d�cisi�n-

�ak�rs� (t����anag���nt)� and� c�nfid�ntia�� �artn�rs� �r���rs�ns�� In� th��uni��rsity� s�ct�r,� th��

uni��rsity��anag���nt�acts�as�d�cisi�n-�ak�r�and�is�th�r�f�r���n���f�th���ain�r�ci�i�nts��f�th��

r���rt��A���i���rtant�d�cisi�ns� c�nc�rning�th��s�curity��f�th��uni��rsity�ar��a��r���d�by�th��

h�ad��f� th��uni��rsity��C�nfid�ntia�� �artn�rs��r� ��rs�ns� inc�ud�,� f�r� �xa����,� th�� �S�abs��ll��

Inf�r�ati�nssich�rh�it� bay�risch�r� H�chschu��n� und� Uni��rsität�n’,� IT� wo�k�ng� g�o�ps,�

s�curity���rs�nn����r�stud�nts�that�c�nduct�r�s�arch�in�this�ar�a��As�th��high�r-������d�cisi�n-

�ak�rs,� th�� r����ant� auth�riti�s� �r� th�� �inistry� (�Land�sa��� fü�� S�c�������� �n� d���

Info��a��ons��c�n�k’)�sh�u�d�a�s��b��in�����d�and�inf�r��d�if�r�quir�d��

�

Which���ri�d��f�ti���sh�u�d�b��gath�r�d�by�th��r���rt�a�d�h�w��ft���sh�u�d�it�b��

�sub�itt�d?�

At�this���int,�a�distincti�n��ust�b���ad��b�tw��n� a� r�gu�ar�inf�r�ati�n� s�curity� r���rt�d�a�t�

with� in� this� r�s�arch� qu�sti�n� and� an��ccasi�n-r��at�d� inf�r�ati�n� s�curity� r���rt�� Th�� �ast-

��nti�n�d� r���rt� is�writt�n� irr�gu�ar�y,� f�r� �xa�����du�� t�� un�x��ct�d�s�curity��r�b���s� �r�

risks��This�r���rting�is��articu�ar�y�n�c�ssary�if�th���r�b���s�that�aris��cann�t�b��s����d�by�th��

s�curity� ��rs�nn��� th��s����s,� ��g�,� b�caus�� �at�ria�� r�s�urc�s� ar�� r�quir�d� �utsid�� th��

a��r���d�budg�t� and� th�y� can��n�y�b���r��id�d� by� th���anag���nt�� In�c�ntrast,� th�� r�gu�ar�

inf�r�ati�n� s�curity� r���rt� su���rts�th���anag���nt� r��i�w�as� r�quir�d�by� ISO/IEC�27001��

“All� asp�c�s� of� ���� ISMS� s�o�ld� b�� ��v��w�d�by��anag���n�� a�� ��ann�d� int�r�a�s,� at� ��ast�

y�ar�y,�by�s�tting�u��suitab���sch�du��s�and�ag�nda�it��s�in��anag���nt����tings��N�w��r���ss�

�atur�� ISMSs� sh�u�d� b�� r��i�w�d� ��r�� fr�qu�nt�y� by� �anag���nt� t�� dri��� incr�as�d�

�ff�c��v�n�ss.”� (ISO/IEC,� 2017,�p.�36)�Th�r�f�r�,� a� ty�ica�� annua�� r���rting� cyc���w�u�d�b��

a��r��riat���
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But�du��t��th��facts�that�th��s���st�r�cyc��s�at�uni��rsiti�s�ar��ha�f-y�ar�y,�th��wint�r�s���st�r�

d��s�n�t��nd�si�u�tan��us�y�with�th���nd��f�th��y�ar,�and�th��curr�nt�ISMS�is�in�th��bui�ding�

�has�,� is� ad�isab��� t���r��ar��and�sub�it� an� inf�r�ati�n�s�curity� r���rt�at�th���nd��f����ry�

s���st�r�c���ring�th��r���rting���ri�d��f�th��r�s��cti���s���st�r��

�

Is�th��r���rt�t����at��suitab���f�r�u�i��rsiti�s��f��ari�us�siz�s�(u�i��rsiti�s/u�i��rsiti�s�

��f�a���i�d�sci��c�s)?�

Sinc��th�� inf�r�ati�n� s�curity� r���rt�t����at��is�s��cifi�d� acc�rding� t��th��r�quir���nts�and�

r�c����ndati�ns��f�th��ISO/IEC�27000-s�ri�s�that�r�f�rs�t��a���ty��s�and�siz�s��f��rganizati�n,�

th��r���rt�t����at��is�suitab���f�r�b�th�uni��rsiti�s�and�uni��rsiti�s��f�a���i�d�sci�nc�s��It�sh�u�d�

�n�y�b��n�t�d�that� a�s���st�r�at�uni��rsiti�s�b�gins�a� f�w�w��ks��at�r�than�at�uni��rsiti�s��f�

a���i�d�sci�nc�s��This�as��ct�sh�u�d�b��tak�n�int��acc�unt�and�c��rdinat�d�in�an����ra���r���rt��

�

W�u�d�a�����ra���i�f�r�ati���s�curity�r���rt��f�a���u�i��rsiti�s�b��f�asib��?�

An����ra���inf�r�ati�n�s�curity�r���rt��f�a����artici�ating�uni��rsiti�s�w�u�d�b��f�asib���if��ach�

uni��rsity�is�wi��ing� t��sub�it�th�ir� inf�r�ati�n�s�curity�r���rts�t��a�s��cific�b�dy��r���rs�n�

wh���r��ar�s�th�����ra���r���rt�car�fu��y�and�r��iab�y�by�a�c�rtain�d�ad�in���Thr�ugh�th��us���f�

th��unif�r��inf�r�ati�n�s�curity�r���rt�t����at�,�th��r�su�ts�and�r���rt�c�nt�nts�can�b���asi�y�

�ut� t�g�th�r� and� c��bin�d�� Thus,� th�� ���ra��� inf�r�ati�n� s�curity� situati�n� at� Ba�arian�

uni��rsiti�s�c�u�d�b��r���rt�d�t��th��c����t�nt�auth�riti�s��r�th���inistry�in��n��r���rt��This�

st��� w�u�d� faci�itat��c���unicati�n� and� bur�aucracy� burd�ns� b�tw��n� uni��rsiti�s� and� th��

c�nc�rn�d�auth�riti�s��ast�y��

�
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5�3���I�f�r�ati���S�curity�R���rt�T����at��f�r�U�i��rsiti�s�

Th�� inf�r�ati�n� s�curity� r���rt� t����at��was� cr�at�d� with� Micr�s�ft�W�rd� in� Eng�ish� and�

G�r�an��In�ut�fi��ds�w�r��g�n�rat�d�with�th��d�������r�t���s�t��i��r����th��usabi�ity��Th�y�ar��

dis��ay�d�as��ight�gr�y�surr�unding�fi��ds�as�s��n�as�th��curs�r�is��n�th��in�ut�fi��ds��T��stat��

th��c�rr�ct�c�nt�nt�in�th��c�rr�ct�r���rt���ac�,�k�ywo�ds��n�c��ly�b�ack��s��{}’�d�sc��b��w�a���o�

�nt�r��Th��n�t�s�in�th��brack�ts�can�b�����rwritt�n��r�d���t�d��

�

�� Th��inf�r�ati�n�s�curity�r���rt�t����at��in�Eng�ish�is�d��ict�d�in�Figur��18,�A���x,����101���

�� Th��inf�r�ati�n�s�curity�r���rt�t����at��in�G�r�an�is�d��ict�d�in�Figur��19,�A���x,����10����

In�additi�n,�th��t����at�s�ar��sub�itt�d�as�Micr�s�ft�W�rd�d�cu��nts�with�th���r��ar�d�in�ut�

fi��ds�t��this��ast�r�th�sis�s��arat��y��

�

5�����R�su�ts�a�d��iscussi���

As� sti�u�at�d� in� th�� ISO/IEC� 27001� ���������n�� cla�s�� ���3�M�n�g���nt� ��vi�w’,� th�� t���

�anag���nt�(th��uni��rsity��anag���nt)�has�t��r��i�w�its�ISMS�at���ann�d�int�r�a�s��F�r�this�

�ur��s�,�th���anag���nt�n��d�t��b��r�gu�ar�y�inf�r��d�ab�ut�th��curr�nt�inf�r�ati�n�s�curity�

status� by� inf�r�ati��� r���rts�� Sinc�� th�� ��a�uati�n� �f� th�� audit� r�su�ts� in� th�� first� r�s�arch�

qu�sti�n�has�sh�wn�that�an��rganiz�d�r���rting�was�hard�y�i������nt�d�at�th��tw�������a�uat�d�

Ba�arian�uni��rsiti�s,�th��ai���f�this�in��stigati�n�was�t���xa�in��wh�th�r�th���r��arati�n��f�a�

unif�r��inf�r�ati�n�s�curity�r���rt�f�r�uni��rsiti�s�w�u�d�b��f�asib���in��rd�r�t��faci�itat��and�

su���rt�th��uni��rsiti�s’���po���ng�p�oc�ss�s��

�u�� t�� th�� fact� that� th�� �stab�ish��nt� �f� an� ISMS� at� th�� uni��rsiti�s� is� bas�d� �n� th��

ISO/IEC�27000-s�ri�s,� a�r�quir���nts���icitati�n��f� th��r���rt� structur��and�c����n�nts�was�

carri�d��ut�acc�rding� t��this� s�ri�s� �f�standards� t��guarant��� standard�c�nf�r�ity��Th�� audit�

r�su�ts,� th����asur���nt�r�su�ts�and�KPIs,� th�� risk�ass�ss��nt�r�su�ts,� th��risk�tr�at��nt���an,�

and� furth�r� inf�r�ati�n� s�curity� r��at�d� as��cts� �ust� b�� inc�ud�d� in� th�� r���rt�� Aft�r� th��

a���icabi�ity� �f� an� inf�r�ati�n� s�curity� r���rt� has� b��n� scrutiniz�d,� it� was� c��ar� that� th��

�r��arati�n��f�a�unif�r��inf�r�ati�n�s�curity�r���rt�f�r�uni��rsiti�s�is�f�asib���and����n�high�y�

ad�isab����A���c����n�nts�and�th���xact�r���rt�structur��ar��sh�wn�in�th��draft�d�inf�r�ati�n�

s�curity�r���rt�t����at��in�Eng�ish�in�Figur��18,�A���x,����101�and�in�G�r�an�in�Figur��19,�

A���x,����10����
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Th�� inf�r�ati�n� s�curity� r���rt� t����at��can�b��us�d�by�b�th�uni��rsiti�s�and�uni��rsiti�s��f�

a���i�d�sci�nc�s�and�is��ri�ari�y�addr�ss�d�t��th��r�s��cti���uni��rsity��anag���nt�as�th���ain�

r�ci�i�nt���u�� t��th��facts� that�th�� s���st�r�cyc��s�at�uni��rsiti�s�ar��ha�f-y�ar�y,� th��wint�r�

s���st�r�d��s�n�t��nd�si�u�tan��us�y�with�th���nd��f�th��y�ar,�and�th��curr�nt�ISMS�is�in�th��

bui�ding��has�,�it�is�ad�isab���t���r��ar��and�sub�it�an�inf�r�ati�n�s�curity�r���rt�at�th���nd��f�

���ry�s���st�r�c���ring�th��r���rting���ri�d��f�th��r�s��cti���s���st�r��An����ra���inf�r�ati�n�

s�curity�r���rt��n�th��inf�r�ati�n�s�curity�situati�n�at�a���Ba�arian�uni��rsiti�s�c�u�d�b��r���rt�d�

t��th��c����t�nt�auth�riti�s��r�th���inistry�in��n��r���rt�if��ach�uni��rsity�is�wi��ing�t��sub�it�

th�ir�inf�r�ati�n�s�curity� r���rt�t��a�s��cific�b�dy��r���rs�n�wh���r��ar�s�th�����ra���r���rt�

car�fu��y�and�r��iab�y�by�a�c�rtain�d�ad�in���This�st���w�u�d�faci�itat��th��c���unicati�n�and�

bur�aucracy�burd�ns�b�tw��n�th��uni��rsiti�s�and�th��r����ant�auth�riti�s��ast�y���

�

By�th��draft�d�inf�r�ati�n�s�curity�r���rt�t����at�,�a���uni��rsiti�s�b�n�fit�fr���a�unif�r��r���rt�

fra��w�rk�that�si���ifi�s� th�ir��wn�inf�r�ati�n�s�curity�r���rting��r�c�ss�s�and�at�th��sa���

ti���cr�at�s�a�unif�r��way��f�r���rting�and�c���unicati�n�b�tw��n�a���uni��rsiti�s�
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6��Su��ary��f�A���R�su�ts�a�d�th�ir�C����cti���

As� ��nti�n�d� at� th�� b�ginning� �f� th�� w�rk,� th�� r�a�izati�n� �f� inf�r�ati�n� s�curity� is� n�t�

c�����t�d�at�a�s��cific�dat�,�it�is�a�cyc�ic�and�c�ntinu�us��r�c�ss��Th��thr���r�s�arch�qu�sti�ns�

that�w�r��discuss�d�in�this��ast�r�th�sis�ar��a����art��f�th��P�CA�cyc���and�th�r�f�r��bui�d��n�

�ach��th�r��Figur��20� sh�ws�th�� r�s�arch�qu�sti�ns’�c�nn�cti�n�and�th���ain�tasks�that�w�r��

��rf�r��d�f�r��ach�r�s�arch�qu�sti�n��

�

Figur��20:�C�nn�cti�n��f�th��R�s�arch�Qu�sti�ns�

(S�urc�:�Own�i��ustrati�n)�

�

Th��first�r�s�arch�qu�sti�n�f�cus�d��n�th��i��r�����nt��f�th��inf�r�ati�n�s�curity�c�ntr��s�and�

�r�c�ss�s� as�w���� as� �n� th�� i������ntati�n� �f��issing� ISMS� r�quir���nts�and� inf�r�ati�n�

s�curity� c�ntr��s� at� th�� tw����� Ba�arian� stat�� uni��rsiti�s�� Subs�qu�nt�y,� th�s�� c�ntr��s� and�

�r�c�ss�s�n��d�t��b����asur�d�in��rd�r�t��b���anag�d��Th��s�c�nd�r�s�arch�qu�sti�n�d�a�t�with�

this� t��ic�� Fina��y,� th��curr�nt� inf�r�ati�n�s�curity� situati�n� (first� r�s�arch�qu�sti�n)�and� th��

��asur���nt�r�su�ts�(s�c�nd�r�s�arch�qu�sti�n)�n��d�t��b��r���rt�d�t�� th��d�cisi�n-�ak�rs�in�

�rd�r�t��draw�th��right�c�nc�usi�ns�in�c�ntr���ing�and�st��ring�th��inf�r�ati�n�s�curity��r�c�ss�s�

and,�if�n�c�ssary,�tak��a��r��riat��acti�ns��This��r�c�ss�st�����d�t��th��third�r�s�arch�qu�sti�n��

R�s�arch�
Qu�sti���1

I�p��v���nt�&�
I�pl���nt�ti�n

Curr�nt�Inf�r�ati�n�
S�curity�Situati�n�at�
th��Uni��rsiti�s�

ana�yz�d

Pr���sa�s�f�r�Acti�n�
w�rk�d��ut

R�s�arch�
Qu�sti���2

M��su����nt

M�asur���nt�Syst���
with�M�asur���nt�
Pr�c�dur�s�cr�at�d

M�trics�and�K�y�
P�rf�r�anc��

Indicat�rs�(KPIs)�
d�������d

R�s�arch�
Qu�sti���3

R�p��ting

Inf�r�ati�n�S�curity�
R���rt�Structur�,�
C����n�nts,�and�
A���icabi�ity�
d�t�r�in�d

Unif�r��Inf�r�ati�n�
S�curity�R���rt�
T����at��draft�d
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In�th��f����wing,�th��r�s�arch�qu�sti�ns�ar��tak�n�u��again�and�answ�r�d�bri�f�y�and�succinct�y��

A���r�su�ts�ar��su��ariz�d��

�

R�s�arch�Qu�sti���1�
�

Ar��si�i�ar�i�f�r�ati���s�curity�c��tr��s�i�������t�d�at��ari�us�Ba�aria��

u�i��rsiti�s�a�d�i��what�way�c�u�d�th��i�f�r�ati���s�curity�situati����f�th�s��

u�i��rsiti�s�b��i��r���d?�

�

Th����a�uati�n��f�th��audit�r�su�ts�and�th��c���arati���ana�ysis�ha���sh�wn�that�a���in��stigat�d�

uni��rsiti�s�ha���tak�n�th��first�st��s�t�wards�th��i������ntati�n��f�an�ISMS�by�th��r�a�izati�n�

�f��any�si�i�ar� inf�r�ati�n�s�curity�c�ntr��s� and��r�c�ss�s��A���st� ���ry� t�chnica��c�ntr���

s��cifi�d� in� th�� standard� ISO/IEC� 27001� (�r� ISO/IEC� 27002)� has� b��n� i������nt�d� at� th��

Ba�arian�uni��rsiti�s��H�w���r,���st��f�th���b�igat�ry�ISMS�r�quir���nts�ha���n�t�y�t�b��n�

fu�fi���d�and�n��uni��rsity�has�i������nt�d�a���c�ntr��s�c�����t��y��In��rd�r�t��b�n�fit�fr���

th�s�� diff�r�nc�s� in� i������ntati�n� and� t�� i��r���� th�� inf�r�ati�n� s�curity� situati�n� at�a���

uni��rsiti�s,� �r���sa�s�f�r�acti�n�w�r��drawn�u���Th�y� s�r���as� a� guidanc�� t�� r��i�w�which�

ISMS� r�quir���nts� and� inf�r�ati�n� s�curity� c�ntr��s� and� �r�c�ss�s� ha��� n�t� y�t� b��n�

i������nt�d� and� in� what� way� th�y� can� b�� r�a�iz�d�� In� �rd�r� t�� fu�fi�� th�� �any�

ISMS�r�quir���nts,�inf�r�ati�n�s�curity�tasks,�and��r���sa�s�f�r�acti�n,�th��uni��rsiti�s�n��d�

t���stab�ish���r�� ��rs�nn��� and� n�w�c����t�nc�s�� It� w�u�d� b�� us�fu�� t�� s�t� u�� a�Ba�arian�

uni��rsity� ISMS� n�tw�rk,� that� in�����s� at� ��ast� �n�� r��r�s�ntati��� �f� �ach� �artici�ating�

uni��rsity�� By� th�� int�nsifying�c���unicati�n� a��ng� �ach� �th�r,� th�� i������ntati�n��f� an�

ISMS�c�u�d�b��faci�itat�d�and�i��r���d��This�w�u�d���ad�t����ss�ti����x��sur��and�c�sts�as�w����

as�t��a�r�ducti�n��f�th��t�ta���ff�rt,�and,�ab����a���and���st�i���rtant�y,�t��th��i��r�����nt��f�

th��inf�r�ati�n�s�curity�situati�n�at�a���uni��rsiti�s��

�
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R�s�arch�Qu�sti���2�
�

H�w�ca��th��c���ar�d�i�f�r�ati���s�curity�c��tr��s��f�th��first�r�s�arch�qu�sti���b���

��asur�d?�

�

In��rd�r� t����asur�� th�� inf�r�ati�n� s�curity�c�ntr��s�and��r�c�ss�s,� an� inf�r�ati�n� s�curity�

��asur���nt� syst���with� �wn� ��trics� and� k�y� ��rf�r�anc�� indicat�rs� (KPIs)� was� cr�at�d�

acc�rding� t�� th�� b�tt��-u��a��r�ach��A� handfu���f�k�y���trics�w�r��d�t�r�in�d� by�a� �arg��

nu�b�r��f���trics��23���asur���nt��r�c�dur�s�w�r����d���d�in�tabu�ar�f�r�,�yi��ding�fift��n�

��rf�r�anc�� indicat�rs� and� nin�� �ff�cti��n�ss� indicat�rs�� Sinc�� th�� KPIs� �ust� a�ways� b��

s��cifica��y� g�ar�d�t�� th�� uni��rsity's� �bj�cti��s� and� n�� uni��rsa��y� a���icab��� KPIs��xist,� a�

�ri�ritizing��f� th�� 2�� indicat�rs�and� th�� subs�qu�nt�s���cti�n��f� th��KPIs�by� th��uni��rsiti�s�

th��s����s�w�u�d�b����st��ff�cti����T��su���rt�th��KPI�d�t�r�inati�n��r�c�ss,�a��a�u��b�n�fit�

ana�ysis�was���d����d��F�r�this��ur��s�,�fi���w�ight�d���a�uati�n�crit�ria�w�r��drawn�u��and�a�

KPI�rang��was�s���ct�d��Th�� s��f-c�nduct�d�ana�ysis�r�su�t�d�in� s���n�KPIs��By� th���r��ar�d�

��asur���nt� �r�c�dur�s,� th�� uni��rsiti�s� wi��� b�� ab��� t�� ��asur�� th�� ��rf�r�anc�� and�

�ff�cti��n�ss��f�th�ir�inf�r�ati�n�s�curity�c�ntr��s�and��r�c�ss�s��

�

R�s�arch�Qu�sti���3�
�

Is�th���r��arati����f�a�u�if�r��i�f�r�ati���s�curity�r���rt�f�r�u�i��rsiti�s�f�asib����

a�d�what��ight�a�t����at��f�r�such�a�r���rt����k��ik�?�

�

Aft�r� th�� a���icabi�ity� �f� an� inf�r�ati�n� s�curity� r���rt� has� b��n� scrutiniz�d� and� a� r���rt�

structur��with�its�c����n�nts�c�u�d�b��d�t�r�in�d�by�a�r�quir���nts���icitati�n�acc�rding�t��

th�� ISO/IEC�27000-s�ri�s,�it�was�c��ar� that�th���r��arati�n��f� a�unif�r��inf�r�ati�n�s�curity�

r���rt� f�r�uni��rsiti�s� is� f�asib��� and����n�high�y� ad�isab���� In� c�ns�qu�nc�,�an� inf�r�ati�n�

s�curity� r���rt� t����at�� with� in�ut� fi��ds� was� d�sign�d� by�Micr�s�ft�W�rd� in�Eng�ish� and�

G�r�an��It�can�b��us�d�by�b�th�uni��rsiti�s�and�uni��rsiti�s��f�a���i�d�sci�nc�s�and�is��ri�ari�y�

addr�ss�d�t��th��r�s��cti���uni��rsity��anag���nt�as�th���ain�r�ci�i�nt���u��t��th��facts�that�

th�� s���st�r� cyc��s� at� uni��rsiti�s� ar�� ha�f-y�ar�y,� th�� wint�r� s���st�r� d��s� n�t� �nd�

si�u�tan��us�y�with�th�� �nd��f� th��y�ar,�and� th��curr�nt� ISMS�is�in� th��bui�ding��has�,� it� is�

ad�isab��� t���r��ar�� and�sub�it� an� inf�r�ati�n� s�curity� r���rt�at� th���nd� �f� ���ry� s���st�r�

c���ring�th��r���rting���ri�d��f�th��r�s��cti���s���st�r�
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An� ���ra��� inf�r�ati�n� s�curity� r���rt� �n� th�� inf�r�ati�n� s�curity� situati�n� at� a��� Ba�arian�

uni��rsiti�s�c�u�d�b��r���rt�d�t��th��c����t�nt�auth�riti�s��r�th���inistry�in��n��r���rt�if��ach�

uni��rsity�is�wi��ing�t��sub�it�th�ir�inf�r�ati�n�s�curity�r���rt�t��a�s��cific�b�dy��r���rs�n�wh��

�r��ar�s�th�����ra���r���rt�car�fu��y�and�r��iab�y�by�a�c�rtain�d�ad�in���This�st���w�u�d�faci�itat��

th�� c���unicati�n� and� bur�aucracy� burd�ns� b�tw��n� th�� uni��rsiti�s� and� th�� r����ant�

auth�riti�s��ast�y��By�th��draft�d�inf�r�ati�n�s�curity�r���rt� t����at�,�a���uni��rsiti�s�b�n�fit�

fr��� a� unif�r�� r���rt� fra��w�rk� that� si���ifi�s� th�ir� �wn� inf�r�ati�n� s�curity� r���rting�

�r�c�ss�s�and�at�th��sa���ti���cr�at�s�a�unif�r��way��f�r���rting�and�c���unicati�n�b�tw��n�

a���uni��rsiti�s�
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7��C��c�usi���

Th��c���aris�n��f�th��tw�����Ba�arian�stat��uni��rsiti�s�and�uni��rsiti�s��f�a���i�d�sci�nc�s�at�

th�� b�ginning��f� th��w�rk� has� sh�wn� that� a���uni��rsiti�s� ha��� ���rc���� th�� first� �bstac��s�

t�wards�th�� i������ntati�n��f�an�inf�r�ati�n� s�curity��anag���nt�syst���by�th��r�a�izati�n�

�f��any�si�i�ar�inf�r�ati�n�s�curity�c�ntr��s�and��r�c�ss�s��N���rth���ss,�th�r��is�sti���a���t��f�

w�rk�t��b��d�n��in��rd�r�t��fu�fi���a���r�quir���nts��f�th��ISO/IEC�27001�c�rtificati�n�standard��

In��rd�r�t��faci�itat��this�w�rk,�th���ast�r�th�sis��r��id�s��a�uab���r�su�ts��n�th��i��r�����nt�

and�i������ntati�n,���asur���nt,�and�r���rting��f�inf�r�ati�n�s�curity��

Th���r���sa�s�f�r�acti�n�that�w�r��w�rk�d��ut�sh�u�d�h���� th��uni��rsiti�s�t��i������nt�th�ir�

�issing� ISMS�r�quir���nts�and�inf�r�ati�n�s�curity�c�ntr��s,�t���r�fit�by�th��c���arabi�ity�

cr�at�d�a��ng�th��s����s,�and�t��i��r����th�ir�inf�r�ati�n�s�curity�situati�n�in�th���nd��Th�y�

sh�u�d�b��gi��n�t��a���uni��rsiti�s�as�a�guidanc���

By�th��cr�at�d�inf�r�ati�n�s�curity���asur���nt�syst���with�its�23���asur���nt��r�c�dur�s,�

th��uni��rsiti�s�wi���b��ab���t����asur��th����rf�r�anc��and��ff�cti��n�ss��f�th�ir�inf�r�ati�n�

s�curity� c�ntr��s� and� �r�c�ss�s� succ�ssfu��y�� F�r� th�� c�ntinuati�n� �f� th�� r�s�arch,� th��

��asur���nt�syst���sh�u�d�b���ut�int���ractic��by���asuring�and���nit�ring�th�ir�indicat�rs�

and�KPIs�c�ntinu�us�y��Th����nit�ring,���asur���nt,�ana�ysis,�and���a�uati�n�cyc���sh�u�d�b��

�aintain�d�in�th��futur���

Th��draft�d�inf�r�ati�n�s�curity�r���rt�t����at���r��id�s�a���uni��rsiti�s�a�r���rt�fra��w�rk,�

which� faci�itat�s�th�ir� �wn� r���rting� �r�c�ss�s��n�inf�r�ati�n� s�curity�and�at� th�� sa��� ti���

cr�at�s�a� unif�r��way��f� r���rting�and�c���unicati�n�b�tw��n�a���uni��rsiti�s��Aft�r�a��,�an�

acti���c���unicati�n�b�tw��n� th��uni��rsiti�s� sh�u�d�n�t�b��n�g��ct�d�but�int�nsifi�d�in�th��

futur���

�

As� th�� w�rk� has� d���nstrat�d,� th�� i������ntati�n� �f� th�� ISMS� r�quir���nts� and� th��

inf�r�ati�n� s�curity�c�ntr��s�acc�rding�t��th��ISMS�fa�i�y��f�standards,�th����asur���nt��f�

th�s���r�c�ss�s,�as�w���� as� th�� r���rting��n�th��curr�nt� inf�r�ati�n�s�curity�situati�n�ar��n�t�

�asy�tasks�f�r�uni��rsiti�s��A��u�titud���f��xisting��r�c�dur�s��ust�b��scrutiniz�d�and�ana�yz�d��

P�rs�nn��,���n�y,�and�kn�w-h�w��ust�b���ad��a�ai�ab����But�it�is�w�rth�th���ff�rt�b�caus��th��

�nsuring��f� inf�r�ati�n� s�curity�is� indis��nsab���� Th�� cha���ng�s�and� thr�ats� t�� inf�r�ati�n�

s�curity� wi��� c�ntinu�� t�� incr�as�� in� th�� futur�,� h�w���r,� th�� Ba�arian� uni��rsiti�s� ar��

und�ubt�d�y��n�th��right�track�and�w�����r��ar�d�t���r�t�ct�th�ir�inf�r�ati�n�in�this�futur��
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Figur��5:�Inf�r�ati�n�S�curity�Risk�Manag���nt�Pr�c�ss�

(S�urc�:�ISO/IEC,�2018b,�����)�
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Figur��12:�A���icabi�ity��f�th��ISO/IEC�Standards�t��th��Exa�inati�n�Pr�c�ss�C�ass�s�and�

Exa�inati�n�Acti�iti�s�(Incid�nt�Manag���nt)�

(S�urc�:��IN�EN�ISO/IEC,�2016,����9)�
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