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4. Development of an Information Security Measurement System

for Universities with Metrics and Key Performance Indicators
(KPIs)

As outlined in the first research question, the ISMS requirement ‘9. Performance evaluation’
stipulates the evaluation of the information security performance and the effectiveness of the
ISMS. As areminder of the audit results, the requirement clause ‘9.1 Monitoring, measurement,
analysis and evaluation” was the worst evaluated requirement with an average maturity level of
0.1. The fulfilment of this requirement clause offers significant benefits. These include an
increased accountability for information security, an improved information security
performance, improved ISMS processes, the evidence of meeting requirements, and the support
of risk-informed decision-making. ISO/IEC 27004 (Monitoring, measurement, analysis and
evaluation) provides guidelines that help to fulfill the requirements of ISO/IEC 27001, clause
9.1. The mapping of ISO/IEC 27001 to ISO/IEC 27004 has already been shown in Figure 4 on

p- 11. Figure 13 illustrates the monitoring, measurement, analysis, and evaluation processes.

o

Identify Information
Needs

Create and Maintain
a Measurement
System

Review and Improve
the Processes

Establish Procedures [
for Data Collection,

ISMS Effectiveness Analysis, and
Reporting

Evaluate InfoSec
Performance and

Monitor and

Analyze Results Measure

Figure 13: Monitoring, Measurement, Analysis, and Evaluation Processes

(Adapted from: ISO/IEC, 2016, p. 10)
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The first step (‘Identify information needs’) of the cycle was covered as good as possible by the
first research question. The universities’ existing ISMS controls and processes were examined
and listed. However, due to the current initial status of the ISMSs and the lack of controls and
processes, such as the risk management process, it was not possible to prioritize them and, if
necessary, to sort out some irrelevant processes for the measurement. Consequently, all
measurable ISMS procedures with relevance to the universities are used for the measurement
system.

The second step (‘Create and maintain a measurement system’) is dealt with in this chapter
(second research question). A measurement system or framework is developed that the
universities can use to measure the performance of their information security controls and
processes. ‘“The purpose of measuring performance is to monitor the status of measured
activities and facilitate improvement in those activities by applying corrective actions based on
observed measurements.” (Chew et. al., 2008, p. 9) First, fundamentals and the usage of metrics
and key performance indicators are considered. Afterwards, the approach is described and a
measurement system with key performance indicators is developed that is tailored to the
universities. In the last section of this chapter, the results, the further procedures and process

steps (3—7) of the cycle in Figure 13, p. 48, as well as open questions are discussed.

4.1. Fundamentals

4.1.1. Scope of the Information Security Measurement System

In order to develop an information security measurement system for universities, the first
question that arises is what should be measured. According to ISO/IEC (ISO/IEC, 2016,
p. 5 & p. 12), “measurement can be applied to any ISMS processes, activities, controls[,] and
groups of controls” and “should respond to the information need”. Therefore, the information
security measurement system to be developed will be geared to the measurable ISMS
requirements and controls of ISO/IEC 27001, including Annex A (first research question).
“Organizations should create measures once and thereafter review and systematically update
these measures at planned intervals or when the ISMS’s environment undergoes substantial
changes.” (ISO/IEC, 2016, p. 11) Thus, it is important to note that “only processes that can be

consistent and repeatable should be considered for measurement” (Chew et. al., 2008, p. 10).



4. Development of an Information Security Measurement System for Universities 50

4.1.2. Types of Measures

A measure (as noun in German: ‘Messgrofle’) is a “variable to which a value is assigned as the
result of measurement” (ISO/IEC, 2018, p. 6). ISO/IEC 27004 defines two types of measures:
performance and effectiveness measures. Whereas performance measures directly show the
progress in implementing an information security process or control, effectiveness measures
indicate whether a process or control operates as intended. Els are used to derive an effect that
the realization of an information security process and control has on the organization’s security
objectives. “After most performance measures reach and remain at 100%, the organization
should begin to focus its measurement efforts on effectiveness measures.” (ISO/IEC, 2016, p. 8)
Both measures “are used to facilitate decision making, improve performance, and increase
accountability through the collection, analysis, and reporting of relevant performance-related
data [...]” (Chew et. al., 2008, p.viii). Usually, they are expressed in quantifiable values, so-

called metrics, for example, in percent values or pure numbers.

4.1.3. Metrics and Key Performance Indicators

In order to avoid confusion, the terms measure, metric, and key performance indicator are
differentiated as follows. Initially, “a measure is a fundamental or unit-specific term—a metric
can literally be derived from one or more measures.|...] A metric is a quantifiable measure that
is used to track and assess the status of a specific process.” (Taylor, 2017) Accordingly,
quantifiable performance and effectiveness measures (metrics) are determined within the
measurement system. In the following course of the work, these metrics are indicated as
performance indicators (PIs) and effectiveness indicators (Els).

From the PIs and Els, “according to the significance and importance of the indicators to the
organization’s purposes, key performance indicators (KPI—sometimes also referred to as ‘key
success indicators’) can be identified” (ISO/IEC, 2016, p. 17). KPIs are a handful of
performance and effectiveness indicators that are most meaningful for organizations. These key
indicators are intended to show at a glance what the current information security situation is like
and how the ISMS is performing. The characteristics of a KPI are best described by the
‘SMART’ acronym, which can be seen in Figure 14 on the next page.

According to the acronym, a KPI has to be specific, which means that it has to be clear about
what is exactly measured. Therefore, different users draw the same conclusions from one KPI.

Furthermore, a KPI is measurable in order to compare the actual result with the target result.



4. Development of an Information Security Measurement System for Universities 51

The target result has to be achievable and important for the organization. So, a KPI is always
result-oriented and should give a deep insight into relevant areas. Lastly, a key indicator is only
of significance if the temporal dimension in which it is implemented is known.

(cf. Hassler, 2012; cf. Lead Light, 2018)

Figure 14: Characteristics of a Key Performance Indicator (‘SMART’ Acronym)

(Source: Own illustration)

4.2. Approach

To work on the second research question, the bottom-up approach is used as method. In doing
so, performance and effectiveness indicators are defined in an information security measurement
system first, from which certain KPIs are derived afterwards. This procedure has the advantage
that after the implementation of the measurement system, “the individual relevant metrics can
be selected pragmatically and quickly and, thus, the focus is put directly to the most important

thing[s]” (Hassler, 2012, p. 295). The basic principle is illustrated in Figure 15.

performance Effectiveness

Tndicators Indicators

Information Security
Measurement System

l(Value Benefit Analysis)

Key Performance Indicators

Figure 15: Information Security Measurement System Concept

(Source: Own illustration)
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The information security measurement system consists of suitable performance and
effectiveness indicators that are tailored to the universities. Inter alia, it is provided for what
purpose, how often, and by whom these are measured and reported, and which information is
needed. For this purpose, the adapted measurement template, which is depicted in Table 5, is
used for each measurement. The general measurement construct examples of the standard
ISO/IEC 27004 serve as the measurement basis and are applied to the universities. (cf. ISO/IEC,
2016, pp. 20-55) They are already specially adapted to the ISMS requirements and controls of
ISO/IEC 27001, including Annex A, and are very useful as guidance.

Table 5: Measurement Template

Measure ID Specific identifier.

Information . . . .

need Overarching need for understanding to which the measure contributes.
e

Measure Measurement statement.

Measure Type Performance indicator (PI) or effectiveness indicator (EI).

Formula/scoring | How the measure should be evaluated, calculated, or scored.

Target Desired result of the measurement. (Target result)
. Evidence that validates that the measurement is performed; helps to
Implementation | . . ) . .
. identify possible causes of poor results and provides input for the
evidence .
formula/scoring.
Frequency How frequently the data should be collected and reported.
Responsible ) . .
parties The persons responsible for gathering and processing the measurement.
Potential data sources can be databases, reports, tracking tools, other parts
Data source . . o i 1l
of the university, external organizations, or specific individual roles.
Reporting How the measure should be collected and reported, e.g.,, as text,
format numerically, graphically (pie chart, line chart, bar chart, etc.).
ISO/IEC 27001 | Relation to the ISMS requirements and controls of ISO/IEC 27001,
allocation including Annex A.

(Adapted from: ISO/IEC, 2016, p. 13)
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As a result or output of the measurement system, corresponding key performance indicators are
determined from the PIs and Els, which briefly and precisely reflect the progress and degree of
fulfillment of certain important information security areas of the universities. The prioritization
of the metrics by importance and, consequently, the selection of the right KPIs need to be carried
out according to the university's own information security objectives and requirements. In order
to facilitate the decision-making and provide guidance for the universities, it is attempted to

determine the KPIs by means of a value benefit analysis with weighted evaluation criteria.

4.3. Information Security Measurement System for Universities

The information security measurement system for universities is built up from 23 measurement
procedures that serve as a strong basis for measuring information security performance and
effectiveness. Henceforth, they can be supplemented by measurements depending on the
individual university’s needs. Measurement methods that do not meet the requirements can also
be modified or removed.

As a result of the measurement procedures, metrics (performance and effectiveness indicators)
are generated. As shown in Figure 16, they are not measured once and the process is completed,
but they need to be monitored continuously and compared with the target measurement results.
If an indicator shows undesirable results, the causes must be investigated, and actions taken if
required. If necessary, the metric need to be adjusted and changed. This process for the ongoing
use of metrics goes hand in hand with the steps ‘Analyze results’ and ‘Review and improve the
processes’ of the monitoring, measurement, analysis, and evaluation cycle which is illustrated

in Figure 13, p. 48.

Compare

Investigate

Figure 16: Procedure for the Ongoing Use of Metrics
(Adapted from: Hassler, 2012, p. 287)
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Each measurement procedure is described in tabular form according to the measurement

template of Table 5, p.52. To provide a better overview and readability, the tables in this section

have been broadened compared to the standard page width. Table 6 shows the structure of the

measurement system.

Table 6: Information Security Measurement System Structure

7 Resource Utilization EI Pure number 5.1,7.1

8 University Management Commitment PI and EI | Pure number 5.1,9.3

9 ISMS and Information Security Awareness Training PI % 72 AT21,A722
10 Sfl;:iiir;i eI::Sformation Security Awareness Training EI % 79 AT21AT22
11 Policies Review PI % 752 AS5.1.2

12 Risk Potential EI Pure number 8.2,8.3

13 Audit Program PI % 92 A18.2.1

14 Improvement Actions EIl % 10

15 Security Incident Costs PI € 10

16 Learning from Security Incidents EI Pure number 10 A.16.1.6

17 Review of User Access Rights PI % A9.25

18 Physical Entry Controls PI % All.1.2

19 Physical Entry Controls Effectiveness EI Pure number All.1.2

20 Maintenance of Information Systems PI Days All24

21 Change Management PI Pure number Al12.1.2

22 Malware Protection PI Pure number Al122.1

23 Log Files Review PI % Al124.1

24 Vulnerability of Information Systems PI % A.12.6.1,A.18.2.3
25 Security Incident Management Effectiveness EI Pure number A.16

26 Security Incident Trend EI Pure number A.16.1

27 ie;zt;’lsti GI:ZI:/te:nts and Weaknesses Reporting and PI Pure number N 16A;1?,?i21% iy
28 Auvailability of I'T Services PI Pure number A172.1

29 ISMS Review Process PI Pure number A18.2.1

(Source: Own illustration)
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As it can be seen in Table 6, the measurement procedures are sorted in an ascending order
according to the clauses of the ISO/IEC 27001 requirements and controls. Fifteen performance
indicators (PIs) and nine effectiveness indicators (Els) result from the measurement system.
Almost all of them are expressed in units of percentage or pure numbers. Only the ‘security
incident costs’ measurement is expressed in ‘€’ and the ‘maintenance of information systems’
measurement in ‘days’. Often, the traffic light colors green, yellow, and red are used as scale
for the target classification of percentage measurements. They make it easier to assess and later,
during visualization, to present more clearly the extent to which interventions need to be taken
(red), the indicator needs to be monitored (yellow), or the measurement result is within the
optimal target range (green).

The responsible parties or persons indicated in the measurements (information security officer,
the information security manager, CSIRT, CISO, CIO, etc.) are designed for the ideal case that
these parties are all existent, occupied, and working together. However, since this is not the case
at most universities and only a few people are responsible for information security, as the first
research question has shown, this area of responsibility can or rather need to be varied by each
university itself so that all measurement responsibilities are assigned.

The individual measurement procedures are depicted in the following Tables 7-29:

Table 7: Measurement: Resource Utilization

Measure ID

El Resource Utilization

Quantify the resources that are being used and allocated to information security in regard to the university

Inft ti d
ormation nee budget

Itemization of the resources allocated to information security (internal personnel, contracted personnel,

Measure . o
hardware, software, services) within semester/annual budget compared to the resources used
Measure Type Effectiveness indicator
. Allocated resources to information security
Formula/scoring El = — , ,
Used resources (of the allocated resources to InfoSec) within a budgeted period of time (semester /annual budget)
Target El =1
Implementation . . o
. Information security resource monitoring
evidence
Frequency Every semester/annually (every two semesters)

Responsible parties

= Information owner and collector: information security manager (information security officer)
=  Measurement client: university management

Data source

Information security budget; information security effective expenditure; InfoSec resources usage reports

Reporting format

Radar diagram with a resource category for each axis and the double indication of allocated and used resources

ISO/IEC 27001
allocation

Clauses 3.1 Leadership and commitment and 7.1 Resources
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Table 8: Measurement: University Management Commitment

Measure ID PI University Management Commitment > EI University Management Commitment

Assess the university management commitment and the information security review activities regarding the

Information need . . . .
university management review activities

a) University management InfoSec review meetings completed to date

Measure b) Average participation rates in university management InfoSec review meetings to date
a) Performance indicator
Measure Type
b) Effectiveness indicator
a) Pl = InfoSec UniT;ersi.ty management revifew meetiﬁgs performed
InfoSec University management review meetings scheduled
Formula/scoring b) EI = Compute mean and standard deviation of all participation rates to InfoSec university
management review meetings
a) 0.7 < PI < 1.1 (to conclude the achievement of the control objective)
PI > 0.5 (even if it fails, PI should be still over 0.5 to conclude the least achievement)

Target b) Computed confidence limits based on the standard deviation indicate the likelihood that an actual result
close to the average participation rate will be achieved. Very wide confidence limits suggest a potentially
large departure and the need for contingency planning to deal with this outcome.

= Count the university management InfoSec review meetings scheduled to date
=  Per university management InfoSec review meetings to date, count the managers planned to attend and
add a new entry with a default value for unplanned meetings performed in an ad hoc manner

Implementation = Count the planned university management InfoSec review meetings held to date

evidence = Count the unplanned university management InfoSec review meetings held to date

= Count the rescheduled university management InfoSec review meetings held to date
=  For all university management InfoSec review meetings that were held, count the number of managers
who attended

= Collection: monthly
Frequency =  Analysis and reporting: every semester
= Measurement revision: review and update every two years

= Information owner and collector: quality system manager (information security manager; information
Responsible parties security officer)
=  Measurement client: managers responsible for the ISMS

Information security university management review plan/schedule; university management review

Data source .
minutes/records

Line charts depicting the indicators over several data collection and reporting periods with the statement of
Reporting format the measurement results. The number of data collection and reporting periods should be defined by the
university

ISO/IEC 27001

) Clauses 5.1 Leadership and commitment and 9.3 Management review
allocation
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Table 9: Measurement: ISMS and Information Security Awareness Training

Measure ID PI j5ms ana Information Security Awareness Training

Information need Evaluate compliance with the requirement of ISMS and information security awareness training
Measure Percentage of personnel who received ISMS and information security awareness training
Measure Type Performance indicator

Number of employees who received ISMS and information security awareness training

Formula/scoring x 100

~ Number of employees who have to receive ISMS and information security awareness training

Green: PI = 90%, Yellow: 89% = PI < 59%, Red: PI < 60%

=  Green: no action is required

Target =  Yellow: indicator should be watched closely for possible deterioration to red

= Red: intervention is required, causation analysis has to be conducted to determine the reasons for non-
compliance and poor performance

Implementation Participation lists of all awareness trainings; count of participants and compulsory participations; registries of
evidence all ISMS and information security awareness trainings
Frequency Measurement revision and period of measurement: annually (every two semesters)
. . = Information owner and collector: information security officer (training manager)
Responsible parties . . . . .
= Measurement client: managers responsible for the ISMS; information security manager
Data source Employee database; training records; participation list of awareness trainings

Bar chart with bars color-coded based on the targets. Brief summary of the meaning of the measure and
possible university management actions should be attached to the bar chart

ISO/IEC 27001 Clauses 7.2 Competence, A.7.2.1 Management responsibilities, and A.7.2.2 Information security awareness,
allocation education, and training

Reporting format

Table 10: Measurement: ISMS and Information Security Awareness Training Effectiveness

Measure ID EI isys and Information Security Awareness Training Ef fectiveness
. Measure whether the participated employees have understood the content of the ISMS and information
Information need . .
security awareness training
Measure PeFCf:ntage of participated employees passing a knowledge test after ISMS and information security awareness
traming
Measure Type Effectiveness indicator
Let all employees, who took part in the training, fill out a knowledge test.
Formula/scoring
EI = Percentage of training participants passed the test
Green: EI = 90% of people passed the test, Yellow: 89% > PI < 59% of people passed the test,
Red: PI < 60% of people passed the test
Target = Green: no action is required
=  Yellow: indicator should be watched closely for possible deterioration to red
= Red: intervention is required, causation analysis has to be conducted to determine the reasons for non-
compliance and poor effectiveness
Implementation ISMS and information security awareness training documents/information provided to employees; list of
evidence employees who took part in the training; knowledge tests
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(continued)
= Collection: one day after or last day of information security awareness training
Frequency . .
= Reporting: for each collection
. . = Information owner and collector: information security officer (training manager)
Responsible parties

=  Measurement client: managers responsible for the ISMS; information security manager

Data source

Employee database; information security awareness training information; knowledge test results

Reporting format

b

Pie chart representing percentage of employees who passed the test. Line chart that shows the results
development in case of an additional training course that has been organized for a specific topic

ISO/IEC 27001
allocation

Clauses 7.2 Competence, A.7.2.1 Management responsibilities, and A.7.2.2 Information security awareness,
education, and training

Table 11: Measurement: Policies Review

Measure 1D

PI Policies Review

Information need

Evaluate whether the policies for information security are reviewed at planned intervals or after significant

changes
Measure Percentage of information security policies reviewed
Measure Type Performance indicator
. Number of InfoSec policies that were reviewed at planned intervals or after significant changes
Formula/scoring Pl = . - - —— %X 100
Number of information security policies in place
Green: PI = 80%, Yellow: 79% = PI < 39%, Red: PI < 40%
= Green: no action is required
Target =  Yellow: indicator should be watched closely for possible deterioration to red
= Red: intervention is required, causation analysis has to be conducted to determine the reasons for non-
compliance and poor performance
Implementation . . .. . . s .
Ic)l Policy history mentioning review of policy; policy list indicating date of last review
evidence
Frequenc = Collection: annually (every two semesters) or after significant changes
u . .
q v =  Reporting: for each collection
= Information owner: policy owner who has approved management responsibility for the development,
. . review, and evaluation of the polic
Responsible parties . . P y
= Information collector: internal auditor
= Measurement client: CISO (CIO)
Data source Review plan of policies; history section of a security policy; list of documents

Reporting format

Pie chart showing the current review situation and line chart showing the development of compliance

ISO/IEC 27001
allocation

Clauses 7.5.2 Creating and updating of documented information and A.5.1.2 Review of the policies for
information security
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Table 12: Measurement: Risk Potential

Measure ID

ElI Risk Potential

Information need

Assess the hazard of the university to information security risks

a) High and medium risks beyond the acceptable threshold

Measure ) ) ) ) )

b) Timely review of high and medium risks
Measure Type Effectiveness indicator

The acceptable threshold for high and medium risks should be defined and the responsible persons/parties
Formula/scoring alerted if the threshold is breached

El = Number of risks without status update
Target EI=0
Implementatmn Updated risk register
evidence
Frequency Collection and reporting: every semester
Responsible parties | Information owner and collector: security staff

Data source

Information risk register

Reporting format

Trend chart depicting high and medium risks; Trend chart showing accepted high and medium risks

ISO/IEC 27001
allocation

Clauses 8.2 Information security risk assessment and 8.3 Information security risk treatment

Table 13: Measurement: Audit Program

Measure ID

PI Audit program

Information need

Completeness of the audit program

Measure Total number of audits performed compared to the total number of audits planned
Measure Type Performance indicator
. __ Total number of audits performed
Formula/scormg PI = Total number of audits planned % 100
Target PI = 95%
Implementation o .
.p Monitoring of audit program and related reports
evidence
Frequency Annually (every two semesters)
. . * Information owner and collector: audit manager
Responsible parties

=  Measurement client: university management

Data source

Audit program and audit reports

Reporting format

Trend graph showing the ratio of completed audits to audits planned for each year

ISO/IEC 27001
allocation

Clauses 9.2 Internal audit and A.18.2.1 Independent review of information security
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Table 14: Measurement: Improvement Actions

Measure ID EI Improvement Actions
. Verify the status of information security improvement actions and their management according to planned
Information need .
actions
Comparison of percentage of information security improvement actions on time, costs, and quality (i.e.,
Measure requirements) with all planned actions. The actions should be the ones planned (i.e., opened, stand-by, and in
progress) in the beginning of the timeframe. A weighting of each action, taking into account its criticality
(e.g., actions that address high risks), can improve and specify the measurement.
Measure Type Effectiveness indicator
. Improvement actions on time, costs, and qualit:
Formula/scoring El =12 - - Y % 100
Number of planned improvement actions
Target EI =90%
Implementation . .
. Status monitoring of each action
evidence
Frequency Every semester
. . = Information owner and collector: project management office
Responsible parties . . . . . . .
= Measurement client: information security manager (information security officer)
Data source Relevant project plans
. List of all information security improvement actions and their status (actual time, costs, and quality forecast
Reporting format . . . .
versus planned) with the percentage of actions on time, costs and, quality
ISO/IEC 27001
i Clause 10 Improvement
allocation

Table 15: Measurement: Security Incident Costs

Measure 1D

PI Security Incident Costs

Information need

Calculation of the costs resulting from a lack of information security

Measure Sum of the costs for each information security incident occurred in the sampling period
Measure Type Performance indicator

Formula/scoring PI =)} Costs of each information security incident

Target PI < Acceptable threshold defined by the university

ilvni%ﬁ?clzntatlon Systematic gathering of costs for each information security incident

Frequency Every semester

Responsible parties

= Information owner: computer security incident response team (CSIRT)
= Information collector: information security manager/officer
=  Measurement client: university management

Data source

Incident reports

Reporting format

Bar chart showing the costs of information security incidents for this and previous sampling periods in
comparison with the acceptable thresholds

ISO/IEC 27001
allocation

Clause 10 Improvement
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Table 16: Measurement: Learning from Security Incidents

Measure ID

EI Learning from Security Incidents

Information need

Verify whether security incidents trigger actions for improvement of the current information security situation

Measure Number of security incidents that trigger information security improvement actions
Measure Type Effectiveness indicator
. Y, Security incidents that trigger actions for improvement
Formula/scoring El = ——
Y. Security incidents

Target El > Threshold defined by the university
Implementation . o1 o

.p Action plans with link to the security incidents
evidence
Frequency Collection and reporting: every semester

Responsible parties

= Information owner: Computer security incident response team (CSIRT)
= Information collector and measurement client: information security manager (InfoSec officer)

Data source

Incident reports

Reporting format

Bar chart showing the calculated effectiveness indicator for this and previous sampling periods

ISO/IEC 27001
allocation

Clauses 10 Improvement and A.16.1.6 Learning from information security incidents

Table 17: Measurement: Review of User Access Rights

Measure 1D

PI Review of User Access Rights

Information need

Measurement on how many systematic user access rights reviews are performed on critical systems of the
university (e.g., management server of the students’ grades)

Measure Percentage of critical systems that are regularly reviewed for user access rights
Measure Type Performance indicator
. Number of information systems classified as critical where periodic access rights reviews are performed
Formula/scormg PI = Total number of information systems classified as critical X 100
Green: PI = 90%, Yellow: 89% > PI < 69%, Red: PI < 70%
=  Green: no action is required
Target = Yellow: indicator should be watched closely for possible deterioration to red
= Red: intervention is required, causation analysis has to be conducted to determine the reasons for non-
compliance and poor performance
Implementatmn Proofs of reviews (e.g., ticket system)
evidence
Frequency . Collect’ion: after any changes in work relationships, such as recruitment or termination of work
= Reporting: every semester
= Information owner: risk owner
Responsible parties | =  Information collector: CISO (CIO)

=  Measurement client: information security manager (information security officer)

Data source

Asset inventory; system used to track whether reviews were performed (e.g., ticket system)

Reporting format

Pie chart that presents the current situation and line chart that shows the development of compliance

ISO/IEC 27001
allocation

Clause 4.9.2.5 Review of user access rights
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Table 18: Measurement: Physical Entry Controls

Measure 1D PI physical Entry controls

Information need To show the existence, extent, and quality of the system used for access control
Measure Strength of physical entry control system

Measure Type Performance indicator

PI = Scale from 0 — 100%
0%: There is no access control system

20%: There is an access system where PIN code (one factor system) is used for entry control

Formula/scoring
40%: There is an access control card system (campus card system) where passing the campus card
(one factor system) is used for entry control
60%: There is a campus card system where passing card and PIN code is used for entry control
80%: There is a campus card system where passing card and PIN code is used for entry control and log
functionality is activated
100%: There is a campus card system where passing card is used for entry control, PIN code is replaced by
biometric authentication (fingerprint, voice recognition, retina scan, etc.), and log functionality is
activated
Target PI = 40% (satisfactory)
Control the type of entry control system and inspect the following aspects:
Implementation = Access control card system evidence
evidence =  PIN code usage

= Log functionality

=  Biometric authentication

= Collection, analysis, and reporting: annually (every two semesters)
Frequency = Measurement revision: after twelve months

= Period of measurement: applicable twelve months

= Information owner: facility manager
Responsible parties | = Information collector: internal auditor/external auditor
=  Measurement client: university management

Data source Identity management record
Reporting format Pie chart representing the strength of physical entry control system
ISO/IEC 27001

1 A.11.1.2 Physi
allocation Clause hysical entry controls

Table 19: Measurement: Physical Entry Controls Effectiveness

Measure ID El Physical Entry Controls Ef fectiveness

1. Ensure an environment of comprehensive security and accountability for personnel, facilities, and
products

2. Integrate physical and information security protection mechanisms to ensure appropriate protection of the
university’s information resources

Information need
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(continued)
M Number of unauthorized entries into facilities containing information systems (subset of physical security
easure .
incidents)
Measure Type Effectiveness indicator
. El = Current number of physical security incidents allowing unauthorized entry into
Formula/scoring s L .
facilitites containing information systems
Target ElI=0
Implementation . . . o
. Systematic analysis of physical security incident reports and access control logs
evidence
Frequency Data gathering and reporting: every semester
* Information owner: physical security officer (information security officer)
Responsible parties | =  Information collector: computer security incident response team (CSIRT)
=  Measurement client: CIO; CISO
Data source Physical security incidents reports; physical access control logs

Reporting format

Plot showing the trend of unauthorized entry into facilities containing information systems for the last
sampling periods

ISO/IEC 27001
allocation

Clause A4.11.1.2 Physical entry controls

Table 20: Measurement: Maintenance of Information Systems

Measure ID

PI Maintenance of Information Systems

Information need

Evaluate timeliness of maintenance activities in relation to the schedule

Measure Maintenance delay per completed maintenance event

Measure Type Performance indicator

Formula/scoring PI [in days; for each completed event| = Date of scheduled maintenance — Date of actual maintenance
1. University-specific (e.g., if the average delay is consistently over three days, the causes need to be

examined)
Target
& 2. Trend should be stable or close to PI = 0 days

3. Trend should be stable or upwards

Implementation Dates of scheduled maintenance; dates of completed maintenance; total number of planned maintenance

evidence events; total number of completed maintenance events
= Collection: every semester

Frequency

=  Reporting: annually (every two semesters)

Responsible parties

= Information owner: security administrator
=  Information collector: security staff
=  Measurement client: information security manager (information security officer)

Data source

Plan/schedule of system maintenances; records of system maintenances

Reporting format

Line chart that depicts the average deviation of maintenance delay, superimposed with lines produced during
previous reporting periods and the numbers of systems within the scope

ISO/IEC 27001
allocation

Clause A.11.2.4 Equipment maintenance
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Table 21: Measurement: Change Management

Measure ID

PI Change Management

Information need

Evaluate whether the best practices of change management and the hardening policies are respected

Measure Percentage of new installed systems that meet change management best practices and hardening policies
Measure Type Performance indicator
F la/ . Pl = Number of new installed systems for which the proofs of respecting the change management best practices are furnished
ormula/scoring - Number of new installed system
Target PI = 1 (All systems have to follow the change management guidelines)
Implementation . . . .
.p Ticket system; e-mails; reports; checklist used for configuration
evidence
= Collection: every semester
Frequency = Reporting: annually (every two semesters) to university management; every semester to information

security manager (information security officer)

Responsible parties

*  Information owner and collector: risk owner
= Measurement client: information security manager (information security officer)

Data source

Ticket system; e-mails; reports; checklist used for configuration; configuration review tool report

Reporting format

Pie chart showing the current situation and line chart showing the development of compliance

ISO/IEC 27001
allocation

Clause 4.12.1.2 Change management

Table 22: Measurement: Malware Protection

Measure 1D

PI Malware Protection

Information need

Number of malware affected systems which do not have an updated anti-malware solution

Number of malware affected systems connected to the university’s network with obsolete (e.g., more than one

Measure . .

week old) anti-malware signatures
Measure Type Performance indicator

. Number of malware af fected systems (connected to the univerity's network) with an obsolete antivirus
Formula/scoring PI = f S1 4 ¢ Y37 - )
Number of all systems (connected to the univerity's network)
Target PI =0
Implementation .. .. e
.p Monitoring of antivirus activities in each malware affected system
evidence
Frequency Daily
. . = Information owner and collector: IT operations

Responsible parties

=  Measurement client: CISO

Data source

Monitoring tools; anti-malware console

Reporting format

List with the numbers per system classes (workstations, servers, operating systems)

ISO/IEC 27001
allocation

Clause 4.12.2.1 Controls against malware
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Table 23: Measurement: Log Files Review

Measure ID

PI Log Files Review

Information need

Assess the compliance status of the regular review of critical system log files

Measure Percentage of audit log files reviewed per time period
Measure Type Performance indicator
Formula/scoring Pl = Number of log fifres reviewed within sp.ecified time period % 100
otal number of log files
Target PI = 20% (Pl < 20%: causes of underperformance should be examined)
Implementation . . . .
.p Add up the total number of log files listed in the review log list
evidence
= Collection and analysis: monthly (depending on critically, possibly daily or real-time tracking)
= Reporting: every semester
Frequency P £ t ..
=  Measurement revision: every two years
=  Period of measurement: applicable: two years
= Information owner: information security manager (information security officer)
Responsible parties | =  Information collector: security staff
= Measurement client: managers responsible for the ISMS; security manager
Data source System; individual log files; evidence of the log review

Reporting format

Line chart that depicts the trend with a summary of the findings and the proposed management actions

ISO/IEC 27001
allocation

Clause 4.12.4.1 Event logging

Table 24: Measurement: Vulnerability of Information Systems

Measure 1D

PI Vulnerability of Information Systems

Information need

Evaluate whether information systems handling sensitive data are vulnerable to malicious attacks

Percentage of critical information systems that have been verified by vulnerability analysis or penetration

Measure . . . .

testing since their last major release
Measure Type Performance indicator

. Number of critical information systems that have undergone a vulnerability analysis since their last major release
Formula/scorlng PI= Total number of critical information s %100
ystems

Target Green: PI = 100%, Yellow: 99% > PI = 75% (satisfactory), Red: PI < 75%
Implementation Reports of vulnerability assessments and penetration tests performed on information systems compared to
evidence number of information systems classified as critical in the asset inventory

= Collection: annually
Frequency . .

= Reporting: for each collection

. . = Information owner: risk owner

Responsible parties

= Information collector: experts with the know-how to execute vulnerability analysis or penetration tests

Data source

Asset inventory; penetration test reports

Reporting format

Pie chart representing the current situation and line chart showing the development of compliance

ISO/IEC 27001
allocation

Clauses A.12.6.1 Management of technical vulnerabilities and A.18.2.3 Technical compliance review
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Table 25: Measurement: Security Incident Management Effectiveness

Measure 1D EI gecurity incident Management Ef fectiveness
Information need Assess the effectiveness of information security incident management
Measure Incidents that have been not resolved in target timeframe
Measure Type Effectiveness indicator
a) Define security incident categories and their target time frames in which the security incidents should be
resolved
Formula/scoring b) Define acceptable indicator thresholds for security incidents that exceed the category target time frame

c) Compare the number of incidents whose resolution time exceeds the category target time frames with the

indicator thresholds
El = Number of incidents whose resolution time exceeds the category target time frames
Target o . o
is within the defined indicator thresholds
Implementation Target indicators and incidents whose resolution time exceeds the category target time frames get reported
evidence monthly
= Collection, analysis, reporting, and period of measurement: monthly
Frequency ..
=  Measurement revision: every semester
= Information owner: managers responsible for the ISMS
. . = Information collector: Incident management manager
Responsible parties . . . . .
=  Measurement client: university management; managers responsible for the ISMS; security management;
incident management
Data source ISMS; individual incidents; incident reports; incident management tool

Table and trend charts showing the monthly target indicator thresholds and the number of incidents whose

Reporting format . .
resolution time exceeds the category target time frames

ISO/IEC 27001

. Clause A4.16 Information security incident management
allocation

Table 26: Measurement: Security Incident Trend

Measure ID EIl Security Incident Trend
) 1. Trend of information security incidents
Information need . ) . L
2. Trend of categories of information security incidents
1.  Number of information security incidents in a defined timeframe (e.g., one month)
Measure
2. Number of information security incidents of a specific category in a defined timeframe (e.g., one month)
Measure Type Effectiveness measure

__ Average number of information security incidents (of a specific category) of the last two timeframes

El =

Average number of information security incidents (of a specific category) of the last six timeframes

Define threshold values for the trend indicators, for example:
. = Green: EI <1
Formula/scoring *  Yellow: 1< EI <13

= Red: EI >1.3

1. Perform analysis for all incidents
2. Perform analysis for each specific category
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(continued)
Target El <1 (Green)
Implementation . . o .
. Number of information security incidents is reported monthly
evidence
Frequency Monthly

Responsible parties

Information owner and collector: computer security incident response team (CSIRT)
Measurement client: CIO; CISO

Data source

Information security incident reports

Reporting format

Table representing the calculated effectiveness indicators and the defined threshold values; trend diagram

ISO/IEC 27001
allocation

Clause 4.16.1 Management of information security incidents and improvements

Table 27: Measurement: Security Events and Weaknesses Reporting and Assessment

Measure ID

PI Security Events and Weaknesses Reporting and Assessment

Information need

Measure whether security events and weaknesses are reported and formally treated

Sum of security events and weaknesses reported to the computer security incident response team (CSIRT) in

Measure . . . . . N
relation to their assessment whether they are classified as information security incidents

Measure Type Performance indicator

F la/ . Pl = Y. Number of security events and weaknesses reported to the CSIRT

ormula/scoring - Y. Number of reported security events and weaknesses that are treated
Target PI =1
Implementation . .
.p Ticket system used for the assessment of security events and weaknesses

evidence

Frequency Collection and reporting: annually (every two semesters)
= Information owner: computer security incident response team (CSIRT)

Responsible parties | =  Information collector: information security manager (information security officer)
=  Measurement client: information security manager (information security officer); university management

Data source Reports of security events, weaknesses, and incidents; ticket system

Reporting format

Trend line showing the development of reported and treated security events and weaknesses over the last
periods

ISO/IEC 27001
allocation

Clause A4.16.1.2 Reporting information security events, A.16.1.3 Reporting information security weaknesses
and A4.16.1.4 Assessment of and decision on information security events

Table 28: Measurement: Availability of IT Services

Measure ID

PI Availability of IT Services

Information need

Evaluate the total availability of IT services in comparison with the defined maximum downtime

For each IT service, the end-to-end availability is compared with the maximum availability (i.e., excluding

Measure . . .
the previously defined downtime windows)
Measure Type Performance indicator
. Y. Total availability of each IT service
Formula/scoring Pl =

- > Maximum availability excluding downtime windows of each IT service
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(continued)
Target PI =1
Implementation . S .

. Monitoring of end-to-end availability of each IT service
evidence
Frequency Monthly

= Information owner: IT operations

Responsible parties | = Information collector: IT quality

= Measurement client: CIO

Data source

Monitoring tools

Reporting format

For each IT service, two lines in the chart:
= line linking the actual availability (percentage) of each sampled period
= line (for comparison purposes) showing the availability target

ISO/IEC 27001
allocation

Clauses A.17.2.1 Availability of information processing facilities

Table 29: Measurement: ISMS Review Process

Measure 1D

PI ISMS Review Process

Information need

Assess the degree of accomplishment of independent reviews of information security

Measure Progress ratio of accomplished independent reviews
Measure Type Performance indicator
F la/ . Pl = Number of conducted independent reviews
ormuia/scoring " Total number of planned independent reviews
Tareet 0.8 < PI < 1.1 (to conclude the achievement of the control objective; no action required)
arge . o . . ..
g PI > 0.6 (PI should be at least over 0.6 if the indicator fails to meet the primary condition)
Implementation . . . .
ov irc)lence Number of conducted independent reviews; total number of planned independent reviews
= Collection, analysis, and reporting: every semester
Frequency =  Measurement revision: reviewing and updating every two years

= Period of measurement: applicable: two years

Responsible parties

= Information owner: managers responsible for the ISMS
= Information collector: internal auditor; quality manager
=  Measurement client: managers responsible for the ISMS; quality system manager

Data source

Reports of reviews; plans of reviews

Reporting format

Bar chart depicting compliance over several reporting periods in relation to the defined target thresholds

ISO/IEC 27001
allocation

Clause A4.18.2.1 Independent review of information security
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4.4. Determination of Key Performance Indicators for Universities by means

of a Value Benefit Analysis

After 24 performance and effectiveness indicators have been determined, now it is necessary to
identify a handful of key performance indicators from those ones, which “are the main steering
tool in measuring information security” (Humpert-Vrielink & Vrielink, 2012, p. 49). Of course,
all 24 indicators could be considered as KPIs and so the issue would be settled but such a large
number of KPIs would make them seem indifferent and would not lead to targeted and
meaningful indicators. Based on a few key metrics, it has to be immediately apparent how the
university is performing in terms of information security. It is important to note that there are
no universal KPIs. They have to be individually tailored to the university's own information
security objectives and requirements. Consequently, all measurement indicators need to be
prioritized by the universities themselves and the highest weighted ones lead to the key
performance indicators.

In order to facilitate the decision-making and the determination of the KPIs, a well-known
analysis method of decision theory, the value benefit analysis, can be very useful. (cf. Herbig,
2016) This section discusses in what way such an analysis could be carried out in practice in
this specific case. However, it should be mentioned at this point that the results and criteria of
the value benefit analysis are not binding and generally valid. Rather, it should show how the

determination of the KPIs can be implemented by this method and provide assistance.

4.4.1. Weighted Assessment Criteria

First of all, the weighted assessment criteria need to be defined. They form the assessment basis
for the goals and the quality of the measurements. The sum of all percentage-weighted criteria
has to be result in 100%. The criteria will be evaluated for each measurement of the
measurement system individually by values of a scale from 0 to 10. The value 10 is the
maximum (the criterion is fully met) and the value 0 is the minimum (the criterion is by no
means met). Five evaluation criteria were selected and weighted for the model, which will be

discussed in more detail hereafter.
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Criterion 1: Objective and Independent Measurability (Weighting: 10%)

The first criterion questions the independence and objectivity of the measurements. If a
measurement only refers to other measurement results and is dependent on them, it can lead to
errors and inaccuracies that have arisen from these previous measurements. Furthermore,
subjective influencing factors, such as personal misjudgments and human errors, can influence
the result. This can affect the informative value and quality of the KPI in a negative way.
Therefore, the criterion of objectivity and independence of a measurement has to be considered

and it is weighted by 10%.

Value Scale 0-10

l l

0 Subjective and dependent measurability Objective and independent measurability 10

Criterion 2: Data Acquisition Effort and Cost (Weighting: 10%)

High effort and high costs for the collection and provision of data or information that are
required for the measurement always involve a risk. It is counterproductive if many resources
concerning a lot of personnel, time, and high costs are spent on a measurement and then the
benefit or efficiency of the measurement turns out to be very low. Therefore, this criterion needs
to be considered for the determination of the KPIs (weighted by 10%.) and always needs to be

balanced in relation to the significance of the respective measurement (criterion 5).

Value Scale 0-10

l l

0 Highest data acquisition effort and cost Lowest data acquisition effort and cost 10

Criterion 3: Sustainable Measurement Result (Weighting: 20%)

A measurement result with short-term significance that can vary from one moment to the next
is not meaningful and corresponds to no KPI. Otherwise, a sustainable measurement result

provides a stable reference value that can be used for subsequent measurements.
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This is important for the achievement of long-term goals and continuous improvement processes

and, therefore, it is weighted by 20%.

Value Scale 0—10

l |

0 Temporary measurement result Sustainable measurement result 10

Criterion 4: Actions for Improvement are Derivable and Implementable
(Weighting: 30%)

As Figure 13, p. 48 has shown, the monitoring, measurement, analysis, and evaluation
processes have to be continuously reviewed, updated, and improved to achieve the desired
objectives. Suitable and targeted conclusions must be drawn from KPIs in order to optimize
measurement results and improve these processes. This is one of the most important criteria and

it was weighted by 30%.

Value Scale 0-10

| l

0 No actions are derivable and implementable Actions are derivable and implementable 10

Criterion 5: Measurement Significance for the University’s Information Security Objectives
(Weighting: 30%)

Information security measurements can provide valuable results in many areas, but KPIs in
particular should reflect the specific objectives of the university that stand for information
security and ISMS success. These objectives are usually defined by the university management
and the responsible persons of the ISMS/InfoSec. Accordingly, the significance of a KPI for the
university’s information security objectives in relation to effort and cost is one of the most

important criteria and it is rated by 30%.

Value Scale 0—10

l l

0 Lowest significance Highest significance 10
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4.4.2. Evaluation and Results of the Value Benefit Analysis

The value benefit analysis was performed in Microsoft Excel. Its evaluation is shown in
Figure 17 on the next page.

For criterion 5 (‘measurement significance for the university’s information security objectives’),
the following university’s information security objectives are assumed, on the basis of which
the measurements are evaluated for this criterion: high information security, low risk potential,
high availability of information-relevant systems, low cost, and high know-how in the field of
information security.

Each individual rating (0—10) in the white cells was multiplied by the associated weighting
criteria in percentage, which results in the score shown in yellow. For each of the
24 measurements, five scores were calculated that were subsequently added and displayed as
sum. Therefore, the range of a score sum reaches from 0.0 (minimum) to 10.0 (maximum).
The KPI range was set from 8.0 to 10.0. As a logical consequence, the measurements with a
total score of at least 8.0 (green marked) determine a key performance indicator. The following

KPIs were calculated and result from this model:

Table 30: Key Performance Indicators for Universities

8.6 El Learning from Security Incidents 16 61
8.5 El ISMS and Information Security Awareness Training Ef fectiveness 10 57
8.3 PI Availability of IT Services 28 67
8.2 El Physical Entry Controls Ef fectiveness 19 62
8.1 PI Vulnerability of Information Systems 24 65
8.1 El Security Incident Management Ef fectiveness 25 66
8.0 El Risk Potential 12 59

(Source: Own illustration)

The result shows that seven key metrics were determined from the 24 metrics of the
measurement system. This approach delivers good results that are aligned with the exemplarily
set up university's information security objectives. Of course, the interpretation of the KPI range,
the definition of the criteria, and the evaluation itself are influenced by subjective factors,
however, in the end, the university's own ‘subjective’ goals and wishes need to be fulfilled and

measured.
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4.5. Results and Discussion

The development of an information security measurement system for universities was realized
according to the bottom-up approach. In other words, a handful of key metrics were determined
by a large number of metrics.

First, 23 measurement procedures were modeled in tabular form, yielding fifteen performance
indicators (PIs) and nine effectiveness indicators (Els). As a logical consequence of the first
research question, these procedures are specifically adapted to the ISO/IEC 27001 requirements
and controls. The measurement system can be used by universities to measure the performance
and effectiveness of their information security processes and controls. Of course, it is possible
to add, modify, and remove measurement procedures that do not meet the university’s own
information security conceptions and requirements, but this step always needs to be questioned
in the view of the ISMS requirements of ISO/IEC that are mandatory for an ISMS certification.
If this aspect is taken into account, the system can be individually adapted and applied.

In the next step, key performance indicators were derived from the 24 indicators. For the
universities, the KPIs should be the most important indicators that show at a glance what the
current information security situation is like and how the ISMS is performing. Since the KPIs
always need to be geared specifically to the university's objectives and no universally applicable
KPIs exist, a prioritizing of the 24 indicators and the subsequent selection of the KPIs by the
universities themselves would be most effective. To support the KPI determination process, a
value benefit analysis was modelled. For this purpose, five weighted evaluation criteria were
drawn up and a KPI range was selected. The self-conducted analysis resulted in seven KPIs,
which are shown in Table 30, and serves as guidance for the universities in determining their
individual KPIs.

In order to continue the monitoring, measurement, analysis, and evaluation cycle (Figure 13,
p- 48) and to put the measurement system into practice, “interested parties who should be
participating in the security measurement process should be made aware of measurement
activities and the rationale behind it [...] and [...] data collection and analysis tools should be
identified and, if needed, modified, to effectively and efficiently gather measures” (ISO/IEC,
2016, p. 14). Furthermore, the measurement results and information that is needed for the
measurement must be stored securely, so that they can only be made available to those who are
responsible. All metrics, in particular the KPIs, must be monitored and reported purposefully.

KPIs are best monitored and reported in dashboards and scorecards.
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There is already a lot of valuable literature on these techniques, among others (Hassler, 2012,
pp. 374-385), (Kiitz, 2009, pp. 120-130), (Lea & Fui-Hoon Nah, 2013, pp. 116-123), and
(Junus, 2008, pp. 333-366).

After all relevant procedures and measurement thresholds have been defined, the indicators must
be measured and monitored over the specific periods of time. Subsequently, the measurement
results and KPIs should be analyzed and interpreted in relation to the specified university’s
information security objectives. “Guidance for statistical analysis can be found in
ISO/TR 10017.” (ISO/IEC, 2016, p. 15) The analysis results should provide insights into the
university’s information security performance and ISMS effectiveness and “should identify
gaps between the expected and actual measurement results of an implemented ISMS, controls|,]
or groups of controls” (ISO/IEC, 2016, p. 15). On the basis of these identified gaps, suitable
conclusions and actions can be initiated to improve the information security situation. Overall,
a continuous measurement and monitoring process is created by maintaining, reviewing, and
improving all procedures before of a new measurement starts. As an evidence of the university’s
information security monitoring and measurement, all processes have to be documented and

recorded securely for the communication to self-selected interested parties.

In sum, as a crucial element in the initial phase of the continuous cycle of the monitoring,
measuring, analysis, and evaluation processes, the presented information security measurement
system forms the basis of a successful measurement for the universities according to the

ISO/IEC 27000-series.
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5. Creation of a Uniform Information Security Report Template for

Universities

As outlined in the first research question, the ISMS requirement 9. Performance Evaluation’,
more precisely its subclause ‘9.3 Management review’, stipulates that the ISMS has to be
regularly reviewed by the top management (the university management). “The purpose of [a]
management review is to ensure the continuing suitability, adequacyl[,] and effectiveness of the
ISMS.” (ISO/IEC, 2017, p. 36) In order to make a review possible, the persons who are
responsible for information security need to report to the university management at planned
intervals. But as the audit results showed, the current situation at the universities is that the
individual audit reports of the audits carried out are often the first reports to the university
management on the state of information security.

In order to support the reporting processes at the universities, it is examined whether a template
for an information security report is useful and can be developed. In this way, a uniform
reporting and communication within and between the universities should be created. First, a
requirements elicitation needs to be carried out to determine the report structure and its
components. For this purpose, the requirements and recommendations for reporting of the
ISO/IEC 27000-series are analyzed. Afterwards, questions on the applicability of an information
security report for universities need to be clarified. On the results of the investigations, an

information security report template is designed finally.

5.1. Requirements Elicitation (Report Structure and Components)

Before determining the concrete structure and components of the report, it is helpful to consider
the basics of creating an information security report first. According to Hassler (cf. Hassler,
2012, p. 384 ), it is important that the report is clear and well-structured. The structure should
change only insignificantly over time. This helps the recipient and reader to understand and
interpret the report quickly. In addition, it is useful to report numerical results, such as
measurement results, in relation to the results of previous reporting periods, for example, as
percentage changes. This provides an important interpretation aid to the reader for classifying
and interpreting the results correctly. It should be borne in mind that the readership is usually
not made up of technical experts alone. Accordingly, the report content should be as

comprehensible and concise as possible by focusing on the key points.
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The interpretation of results, metrics, and key performance indicators can be simplified by
specifying the defined target and threshold values, such as visually by the traffic light colors
that were often used as a scale for the target classification of percentage measurements. By
visually depicting facts as charts and graphs instead of pure tables of numbers, the contents can
be captured more easily and quickly. For this purpose, a suitable reporting format was indicated
for each measurement procedure in the second research question. For the KPIs, it is also helpful
to provide a brief interpretation aid in the form of a few meaningful indicator descriptions that

can also contain countermeasures in the event of critical changes concerning the value.

Since the evaluation of the twelve Bavarian universities (first research question) and the
development of a measurement system (second research question) are based on the
ISO/TEC 27000-series, consequently, the requirements for an information security report are
also determined from the ISMS family of standards in order to guarantee standard conformity.

In the following, reporting requirements and recommendations are investigated.

Requirements and Recommendations of ISO/IEC 27003 (ISO/IEC 27001)

The guidance of the ISMS requirement clause ‘9.3 Management review’ suggests electronic and
verbal communication in addition to the evaluation of reports for prescribed regular
management reviews. “These activities could vary from daily, weekly, or monthly
organizational unit meetings to simple discussions of reports. Top management is ultimately
responsible for management review, with inputs from all levels of the organization.” (ISO/IEC,
2017, p. 36) These mputs to the university management must provide evidence of the
performance of the ISMS. “Key inputs are the results of the information security measurements
as described in [the requirement clause] 9.1 [‘Monitoring, measurement, analysis, and
evaluation’ (second research question)] and the results of the internal audits described in [the
requirement clause] 9.2 [‘Internal audit’ (first research question)] and risk assessment results
and risk treatment plan status.” (ISO/IEC, 2017, p. 36) Nonconformities, corrective actions, as
well as the fulfilment of information security objectives also need to be included, since they are
essential security-related issues for the university management. These topics need to be reflected
in the information security report that is intended to be an important source of information for

each management review.
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Requirements and Recommendations of ISO/IEC 27005

According to ISO/IEC 27005 clause ‘/1 Information security risk communication and
consultation’, “[i]nformation about risk should be exchanged and/or shared between the
decision-makers and other stakeholders.[...] [The] [c]ommunication is bi-directional.”
(ISO/IEC, 2018Db, p. 20) For this reason, the university management, as the decision-maker, has
to report or receive reports of risks from internal stakeholders, e.g. the security personnel,
external stakeholders, competent authorities, or the ministry (‘Landesamt fiir Sicherheit in der
Informationstechnik’). In accordance with the risk management process (Figure 5, Annex,
p.- 99), “risk communication should be carried out in order to [...] provide assurance of the
outcome of the organization’s risk management, [to] share the results from the risk assessment
and present the risk treatment plan, [and finally to] support decision making [and] improve
awareness” (ISO/IEC, 2018b, p. 21). Consequently, the risk assessment results and risk

treatment plan status need to be included in the information security report.

Requirements and Recommendations of ISO/IEC 27014

The standard ISO/IEC 27014 provides recommendations on how information security-relevant
activities can be controlled and communicated within an organization. “[A]n effective
governance of information security ensures that the governing body receives relevant reporting
[...] about information security-related activities. This enables pertinent and timely decisions
about information security issues in support of the strategic objectives of the organi[z]ation”
(ISO/IEC, 2013, p. iv) The ‘governing body’ is understood as part of the top management that
is responsible for the organization’s performance and conformity and, in this context, can also
be considered as part of the university management or as the university management itself. “One
of the methods to [‘Jcommunicate[’] is [an] information security status which explains
information security activities and issues [...].” (ISO/IEC, 2013, p. 6) A very good example of a
detailed information security status, which is incorporated into the information security report

template, is depicted in ISO/IEC 27014, Annex B.
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5.2. Applicability Aspects of an Information Security Report for Universities

Before an information security report template can be created and a report can be written, the

following key questions on the applicability of the report need to be considered and clarified:

@© Who should be the recipients of the report?

Since an information security report contains confidential and critical information about an
organization's security, its content should only be intended for the organization’s decision-
makers (top management) and confidential partners or persons. In the university sector, the
university management acts as decision-maker and is therefore one of the main recipients of the
report. All important decisions concerning the security of the university are approved by the
head of the university. Confidential partners or persons include, for example, the ‘Stabstelle
Informationssicherheit bayerischer Hochschulen und Universitdten’, IT working groups,
security personnel or students that conduct research in this area. As the higher-level decision-
makers, the relevant authorities or the ministry (‘Landesamt fiir Sicherheit in der

Informationstechnik’) should also be involved and informed if required.

@ Which period of time should be gathered by the report and how often should it be

submitted?

At this point, a distinction must be made between a regular information security report dealt
with in this research question and an occasion-related information security report. The last-
mentioned report is written irregularly, for example due to unexpected security problems or
risks. This reporting is particularly necessary if the problems that arise cannot be solved by the
security personnel themselves, e.g., because material resources are required outside the
approved budget and they can only be provided by the management. In contrast, the regular
information security report supports the management review as required by ISO/IEC 27001.
“All aspects of the ISMS should be reviewed by management at planned intervals, at least
yearly, by setting up suitable schedules and agenda items in management meetings. New or less
mature ISMSs should be reviewed more frequently by management to drive increased
effectiveness.” (ISO/IEC, 2017, p. 36) Therefore, a typical annual reporting cycle would be

appropriate.
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But due to the facts that the semester cycles at universities are half-yearly, the winter semester
does not end simultaneously with the end of the year, and the current ISMS is in the building
phase, is advisable to prepare and submit an information security report at the end of every

semester covering the reporting period of the respective semester.

@ s the report template suitable for universities of various sizes (universities/universities

of applied sciences)?

Since the information security report template is specified according to the requirements and
recommendations of the ISO/IEC 27000-series that refers to all types and sizes of organization,
the report template is suitable for both universities and universities of applied sciences. It should
only be noted that a semester at universities begins a few weeks later than at universities of

applied sciences. This aspect should be taken into account and coordinated in an overall report.

@ Would an overall information security report of all universities be feasible?

An overall information security report of all participating universities would be feasible if each
university is willing to submit their information security reports to a specific body or person
who prepares the overall report carefully and reliably by a certain deadline. Through the use of
the uniform information security report template, the results and report contents can be easily
put together and combined. Thus, the overall information security situation at Bavarian
universities could be reported to the competent authorities or the ministry in one report. This
step would facilitate communication and bureaucracy burdens between universities and the

concerned authorities vastly.
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5.3. Information Security Report Template for Universities

The information security report template was created with Microsoft Word in English and
German. Input fields were generated with the developer tools to improve the usability. They are
displayed as light grey surrounding fields as soon as the cursor is on the input fields. To state
the correct content in the correct report place, keywords in curly brackets {}’ describe what to

enter. The notes in the brackets can be overwritten or deleted.

O The information security report template in English is depicted in Figure 18, Annex, p. 101.
O The information security report template in German is depicted in Figure 19, Annex, p. 104.

In addition, the templates are submitted as Microsoft Word documents with the prepared input

fields to this master thesis separately.

5.4. Results and Discussion

As stipulated in the ISO/IEC 27001 requirement clause ‘9.3 Management review’, the top
management (the university management) has to review its ISMS at planned intervals. For this
purpose, the management need to be regularly informed about the current information security
status by informative reports. Since the evaluation of the audit results in the first research
question has shown that an organized reporting was hardly implemented at the twelve evaluated
Bavarian universities, the aim of this investigation was to examine whether the preparation of a
uniform information security report for universities would be feasible in order to facilitate and
support the universities’ reporting processes.

Due to the fact that the establishment of an ISMS at the universities is based on the
ISO/TEC 27000-series, a requirements elicitation of the report structure and components was
carried out according to this series of standards to guarantee standard conformity. The audit
results, the measurement results and KPIs, the risk assessment results, the risk treatment plan,
and further information security related aspects must be included in the report. After the
applicability of an information security report has been scrutinized, it was clear that the
preparation of a uniform information security report for universities is feasible and even highly
advisable. All components and the exact report structure are shown in the drafted information
security report template in English in Figure 18, Annex, p. 101 and in German in Figure 19,
Annex, p. 104.
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The information security report template can be used by both universities and universities of
applied sciences and is primarily addressed to the respective university management as the main
recipient. Due to the facts that the semester cycles at universities are half-yearly, the winter
semester does not end simultaneously with the end of the year, and the current ISMS is in the
building phase, it is advisable to prepare and submit an information security report at the end of
every semester covering the reporting period of the respective semester. An overall information
security report on the information security situation at all Bavarian universities could be reported
to the competent authorities or the ministry in one report if each university is willing to submit
their information security report to a specific body or person who prepares the overall report
carefully and reliably by a certain deadline. This step would facilitate the communication and

bureaucracy burdens between the universities and the relevant authorities vastly.

By the drafted information security report template, all universities benefit from a uniform report
framework that simplifies their own information security reporting processes and at the same

time creates a uniform way of reporting and communication between all universities.
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6. Summary of All Results and their Connection

As mentioned at the beginning of the work, the realization of information security is not
completed at a specific date, it is a cyclic and continuous process. The three research questions
that were discussed in this master thesis are all part of the PDCA cycle and therefore build on
each other. Figure 20 shows the research questions’ connection and the main tasks that were

performed for each research question.

il FA =

Research Research Research

Question 1 Question 2 Question 3
Improvement & ,

Implementation Measurement Reporting

Current Information
Security Situation at
the Universities
analyzed

Proposals for Action
worked out

Measurement System
with Measurement
Procedures created

Metrics and Key
Performance
Indicators (KPIs)
developed

Information Security
Report Structure,
Components, and

Applicability
determined

Uniform Information
Security Report
Template drafted

Figure 20: Connection of the Research Questions

(Source: Own illustration)

The first research question focused on the improvement of the information security controls and
processes as well as on the implementation of missing ISMS requirements and information
security controls at the twelve Bavarian state universities. Subsequently, these controls and
processes need to be measured in order to be managed. The second research question dealt with
this topic. Finally, the current information security situation (first research question) and the
measurement results (second research question) need to be reported to the decision-makers in
order to draw the right conclusions in controlling and steering the information security processes

and, if necessary, take appropriate actions. This process step led to the third research question.
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In the following, the research questions are taken up again and answered briefly and succinctly.

All results are summarized.

Research Question 1

Are similar information security controls implemented at various Bavarian
universities and in what way could the information security situation of these

universities be improved?

The evaluation of the audit results and the comparative analysis have shown that all investigated
universities have taken the first steps towards the implementation of an ISMS by the realization
of many similar information security controls and processes. Almost every technical control
specified in the standard ISO/IEC 27001 (or ISO/IEC 27002) has been implemented at the
Bavarian universities. However, most of the obligatory ISMS requirements have not yet been
fulfilled and no university has implemented all controls completely. In order to benefit from
these differences in implementation and to improve the information security situation at all
universities, proposals for action were drawn up. They serve as a guidance to review which
ISMS requirements and information security controls and processes have not yet been
implemented and in what way they can be realized. In order to fulfil the many
ISMS requirements, information security tasks, and proposals for action, the universities need
to establish more personnel and new competences. It would be useful to set up a Bavarian
university ISMS network, that involves at least one representative of each participating
university. By the intensifying communication among each other, the implementation of an
ISMS could be facilitated and improved. This would lead to less time exposure and costs as well
as to a reduction of the total effort, and, above all and most importantly, to the improvement of

the information security situation at all universities.
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Research Question 2

How can the compared information security controls of the first research question be

measured?

In order to measure the information security controls and processes, an information security
measurement system with own metrics and key performance indicators (KPIs) was created
according to the bottom-up approach. A handful of key metrics were determined by a large
number of metrics. 23 measurement procedures were modeled in tabular form, yielding fifteen
performance indicators and nine effectiveness indicators. Since the KPIs must always be
specifically geared to the university's objectives and no universally applicable KPIs exist, a
prioritizing of the 24 indicators and the subsequent selection of the KPIs by the universities
themselves would be most effective. To support the KPI determination process, a value benefit
analysis was modelled. For this purpose, five weighted evaluation criteria were drawn up and a
KPI range was selected. The self-conducted analysis resulted in seven KPIs. By the prepared
measurement procedures, the universities will be able to measure the performance and

effectiveness of their information security controls and processes.

Research Question 3

Is the preparation of a uniform information security report for universities feasible

and what might a template for such a report look like?

After the applicability of an information security report has been scrutinized and a report
structure with its components could be determined by a requirements elicitation according to
the ISO/IEC 27000-series, it was clear that the preparation of a uniform information security
report for universities is feasible and even highly advisable. In consequence, an information
security report template with input fields was designed by Microsoft Word in English and
German. It can be used by both universities and universities of applied sciences and is primarily
addressed to the respective university management as the main recipient. Due to the facts that
the semester cycles at universities are half-yearly, the winter semester does not end
simultaneously with the end of the year, and the current ISMS is in the building phase, it is
advisable to prepare and submit an information security report at the end of every semester

covering the reporting period of the respective semester.
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An overall information security report on the information security situation at all Bavarian
universities could be reported to the competent authorities or the ministry in one report if each
university is willing to submit their information security report to a specific body or person who
prepares the overall report carefully and reliably by a certain deadline. This step would facilitate
the communication and bureaucracy burdens between the universities and the relevant
authorities vastly. By the drafted information security report template, all universities benefit
from a uniform report framework that simplifies their own information security reporting
processes and at the same time creates a uniform way of reporting and communication between

all universities.



7. Conclusion 87

7. Conclusion

The comparison of the twelve Bavarian state universities and universities of applied sciences at
the beginning of the work has shown that all universities have overcome the first obstacles
towards the implementation of an information security management system by the realization
of many similar information security controls and processes. Nevertheless, there is still a lot of
work to be done in order to fulfill all requirements of the ISO/IEC 27001 certification standard.
In order to facilitate this work, the master thesis provides valuable results on the improvement
and implementation, measurement, and reporting of information security.

The proposals for action that were worked out should help the universities to implement their
missing ISMS requirements and information security controls, to profit by the comparability
created among themselves, and to improve their information security situation in the end. They
should be given to all universities as a guidance.

By the created information security measurement system with its 23 measurement procedures,
the universities will be able to measure the performance and effectiveness of their information
security controls and processes successfully. For the continuation of the research, the
measurement system should be put into practice by measuring and monitoring their indicators
and KPIs continuously. The monitoring, measurement, analysis, and evaluation cycle should be
maintained in the future.

The drafted information security report template provides all universities a report framework,
which facilitates their own reporting processes on information security and at the same time
creates a uniform way of reporting and communication between all universities. After all, an
active communication between the universities should not be neglected but intensified in the

future.

As the work has demonstrated, the implementation of the ISMS requirements and the
information security controls according to the ISMS family of standards, the measurement of
these processes, as well as the reporting on the current information security situation are not
easy tasks for universities. A multitude of existing procedures must be scrutinized and analyzed.
Personnel, money, and know-how must be made available. But it is worth the effort because the
ensuring of information security is indispensable. The challenges and threats to information
security will continue to increase in the future, however, the Bavarian universities are

undoubtedly on the right track and well prepared to protect their information in this future.
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